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1
Decision/action requested

It is proposed to approve the contents for Clause 6.2 (key hierarchy). 
2
Rationale
This contribution is a merger of Ericsson's S3-171928 and Huawei's S3-171822, both of which were not treated in last SA3 meeting#88.

2.1
Editorial
This contribution provides content to clause 6.2 on Key hierarchy in TS 33.501. The following table shows the mapping to the corresponding clauses from TS 33.401 and explanation of the editorial changes. 
	Source clause in TS 33.401
	Target clause in TS 33.501
	Explanation and detailed description of the changes (whenever needed)

	6.2
EPS key hierarchy
	6.2
Key hierarchy, key derivation and distribution scheme
	Changed title of target clause since the intention is to partition the content from the source clause into several subclauses for better structure and readability.

	
	6.2.1 Key hierarchy
	This new subclause is intended to include the parts from the source clause related to the overall description of the keys and the key hierarchy. 

Corresponding content is proposed.

	
	6.2.2 Key derivation and distribution scheme
	This new subclause is intended to include the parts from the source clause related to the key derivation and distribution scheme.

No content is proposed because key hierarchy needs to be agreed first. Instead an Editor's Note is proposed.


2.2
Summary of the proposed key hierarchy
For the sake of progress, it is proposed to discuss the 5G key hierarchy in two separate parts as follows:
2.2.1
From the K to the KSEAF
The part of the key hierarchy from the K to the KSEAF is not in the scope of this contribution. Therefore, it is shown as FFS in the proposed diagram. The summary of this part follows:
(1) The KSEAF is a key derived by the ME and the AUSF upon a successful primary authentication procedure. The AUSF sends the KSEAF to the SEAF.
2.2.2
From the KSEAF downwards
Only the part of the key hierarchy from the KSEAF downwards is in the scope of this contribution. The summary of this part follows:
(1) KAMF is a key derived by the ME and the SEAF. This key is analogous to KASME in LTE.

(2) There is also a further horizontal derivations of the KAMF from itself.  A corresponding Editor's Note has been placed until this further horizontal derivation is agreed. (**NEW**)
(3) The KN3IWF is a key derived by the ME and the AMF from the KAMF. (**NEW**)
(4) The KgNB and the NH (including further horizontal/vertical derivations) are analogous to the KeNB and the NH in LTE. 
(5) The NAS keys are analogous to the ones in LTE. Editor's Note is added to acknowledge an ongoing discussion on AMF handling UEs from multiple accesses. (**NEW**)
(6) The RRC keys are analogous to the ones in LTE, except that the RRCUPint is not a dashed box.
3
Detailed proposal

***** BEGIN CHANGES ***** 
6.2

Key hierarchy, key derivation, and distribution scheme
Editor's Note: This clause is meant to contain an overall description of all the keys in the 5G key hierarchy, also comprising keys shared between UE and access network that are defined only below in clause 8. 

6.2.1
Key hierarchy

Requirements on 5GC and NG-RAN related to keys:

a)
The 5GC and NG-RAN shall allow for use of encryption and integrity protection algorithms for AS and NAS protection having keys of length 128 bits and for future use the network interfaces shall be prepared to support 256 bit keys.

b)
The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.
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Figure 6.2.1-1: Key hierarchy in 5GS 

Editor’s Note: Key hierarchy from the K to the KSEAF is FFS and therefore shown so in Figure 6.2.1-1. The figure needs to be updated and relevant description needs to be added. Corresponding nodes/components on the network side and the UE side also need to be clarified.
Editor’s Note: It is FFS whether the 5GC will support a horizontal key derivation like mechanism to provide backward security during AMF changes.

The key hierarchy (see Figure 6.2.1-1) includes following keys: KSEAF, KAMF, KNASint, KNASenc, KN3IWF, KgNB, KRRCint, KRRCenc, KUPint and KUPenc.
-
KSEAF is a key derived by ME and AUSF upon a successful primary authentication procedure.
-
KAMF is a key derived by ME and SEAF.
-
KgNB is a key derived by ME and AMF from KAMF or by ME and target gNB. 
-
KN3IWF is a key derived by ME and AMF from KAMF.

Keys for NAS signalling: 

-
KNASint is a key, which shall only be used for the protection of NAS signalling with a particular integrity algorithm. This key is derived by ME and AMF from KAMF, as well as an identifier for the integrity algorithm using the KDF as specified in Clause <FFS>.

-
KNASenc is a key, which shall only be used for the protection of NAS signalling with a particular encryption algorithm. This key is derived by ME and AMF from KAMF, as well as an identifier for the encryption algorithm using the KDF as specified in Clause <FFS>. 
Editor’s Note: Further description, according to agreement on AMF handling UEs from multiple accesses, is FFS.
Keys for UP traffic: 

-
KUPenc is a key, which shall only be used for the protection of UP traffic with a particular encryption algorithm. This key is derived by ME and gNB from KgNB, as well as an identifier for the encryption algorithm using the KDF as specified in Clause <FFS>.

-
KUPint is a key, which shall only be used for the protection of UP traffic between ME and gNB
 with a particular integrity algorithm. This key is derived by ME and gNB from KgNB, as well as an identifier for the integrity algorithm using the KDF as specified in Clause <FFS>.

Keys for RRC signalling: 

-
KRRCint is a key, which shall only be used for the protection of RRC signalling with a particular integrity algorithm. KRRCint is derived by ME and gNB from KgNB, as well as an identifier for the integrity algorithm using the KDF as specified in Clause <FFS>.

-
KRRCenc is a key, which shall only be used for the protection of RRC signalling with a particular encryption algorithm. KRRCenc is derived by ME and gNB from KgNB as well as an identifier for the encryption algorithm using the KDF as specified in Clause <FFS>.

Intermediate keys: 

-
NH is a key derived by ME and AMF to provide forward security as described in Clause <FFS>. 

-
KgNB* is a key derived by ME and gNB when performing a horizontal or vertical key derivation as specified in Clause <FFS> using a KDF as specified in Clause <FFS>. 

6.2.2
Key derivation and distribution scheme

Editor’s Note: The content of this clause is meant to correspond to TS 33.401, clause 6.2, more precisely the parts related to the key derivation and distribution scheme.
***** End of Changes *****

Attn. �It was "RN and DeNB" in TS 33.401.





_1566726790.vsd
KAMF



