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1
Decision/action requested

Approve the pCR for security of Unauthenticated Emergency session as described in section 4 below.
2
References

[1]
3GPP TS 33.501 v0.3.0
[2] 


3GPP TS 23.501 v1.1.0

3
Rationale

This pCR provides a description of security aspects of Unauthenticated IMS Emergency Sessions. 
4
Detailed proposal

********************Start of pCR***********************************

10
Security Aspects of IMS Emergency Session Handling

Editor's Note: This clause covers emergency session aspects.

10.2.2
Unauthenticated IMS Emergency Sessions

10.2.2.1
General
There are many scenarios when an unauthenticated Emergency Session may be established without the network having to authenticate the UE or apply ciphering or integrity protection for either AS or NAS. For example:
a)
UEs that are in Limited service state UEs, as specified in clause 3.5 in TS 23.122, with one of the following cases:
· USIM is absent 
· UE is not allowed to access a PLMN network
· USIM has restrictions (no roaming agreement or restricted tracking area or the IMSI is barred etc)
· Unauthenticated UEs, in which authentication is impossible because the serving network cannot authenticate the USIM for some reason
b)
Normal UEs that can be authenticated but SN cannot complete authentication because of network failure or other reasons
c)
UEs with older SIM where 5G authentication cannot be used by AMF.
TS 23.401 Clause 4.3.12.1 identifies four possible network behaviors of emergency bearer support. Amongst these, the following two cases are applicable for unauthenticated emergency sessions:

a.
IMSI required, authentication optional. These UEs must have a SUPI. If authentication fails, the UE is granted access and the unauthenticated SUPI retained in the network for recording purposes. The IMEI is used in the network as the UE identifier. IMEI only UEs will be rejected (e.g., UICCless UEs).

b.
All UEs are allowed. Along with authenticated UEs, this includes UEs with a SUPI that can not be authenticated and UEs with only an IMEI. If an unauthenticated SUPI is provided by the UE, the unauthenticated SUPI is retained in the network for recording purposes. The IMEI is used in the network to identify the UE.
The network policy is configured to one of the above, and accordingly determine how emergency requests from the UE are treated.
If the ME receives a NAS SMC selecting EIA0 (NULL integrity) for integrity protection, and EEA0 (NULL ciphering) for encryption protection, then:

- the ME shall mark any stored native 5G NAS security context on the USIM /non-volatile ME memory as invalid; and 

- the ME shall not update the USIM/non-volatile ME memory with the current 5G NAS security context. 

These two rules override all other rules regarding updating the 5G NAS security context on the USIM/non-volatile ME memory, in this specification.

If EIA0 is used, and the NAS COUNT values wrap around, and a new KAMF has not been established before the NAS COUNT wrap around, the NAS connection shall be kept. 

NOTE:
For unauthenticated emergency calls, EIA0, i.e., null integrity algorithm, is used for integrity protection. Additionally, as the NAS COUNT values can wrap around, the initialization of the NAS COUNT values are not crucial. Uplink and downlink NAS COUNT are incremented for NAS message that use EIA0, as for any other NAS messages.
Since a UE with a non-5G SIM cannot be in authenticated via 5G AKA, it shall be considered by the AMF to be unauthenticated in E-UTRAN. A UE with an older SIM shall at an IRAT handover to 5G, when an IMS Emergency Service is active, be considered by the AMF to be unauthenticated. In such a scenario, EIA0 shall be used in 5G after handover if the target network policy allows unauthenticated IMS Emergency Sessions. 

A handover from 5G to another RAT, of an unauthenticated IMS Emergency Session, shall result in an unauthenticated IMS Emergency Session in the other RAT.

10.2.2.2
UE sets up an IMS Emergency session with emergency registration
UEs that are in limited service state (LSM) request emergency services by initiating the Registration procedure with the indication that the registration is to receive emergency services, referred to as Emergency Registration. 
UEs that had earlier registered for normal services but now cannot be authenticated by the serving network, shall initiate Emergency Registration procedure to request emergency services.
It shall be possible to configure whether the network allows or rejects an emergency registration request and whether it allows unauthenticated UEs to establish bearers for emergency calls or not.
The AMF may attempt to authenticate the UE after receiving the emergency registration request. 
If authentication failed in the UE during an emergency registration request, the UE shall wait for a NAS SMC command to set up an unauthenticated emergency bearer. 

If authentication failed in the serving network and if the serving network policy does not allow unauthenticated IMS Emergency Sessions, the UE and AMF shall proceed as with the normal initial registration requests. The AMF shall reject the unauthenticated emergency bearer setup request from the UE.
If authentication failed in the serving network and if the serving network policy allow unauthenticated IMS Emergency Sessions, then the AMF shall support unauthenticated emergency bearer setup and the behaviours of the UE and the AMF are as described below.

a) UE behavior: 

After sending Emergency Registration request to the serving network the UE shall know of its own intent to establish an IMS Emergency Session. 
The UE shall proceed as specified for the non-emergency case in except that the UE shall accept a NAS SMC selecting EEA0 and EIA0 algorithms from the AMF.
NOTE: In case of authentication success the AMF will send a NAS SMC selecting algorithmswith a non-NULL integrity algorithm, and the UE will accept it.
b) AMF behavior:

After receiving Emergency Registration request from the UE, the AMF knows of that UE’s intent to establish an IMS Emergency Session. 
· If the AMF cannot identify the subscriber, or cannot obtain authentication vectors (when SUPI is provided), the AMF shall send NAS SMC with NULL algorithms to the UE regardless of the supported algorithms announced previously by the UE. 

· After the unsuccessful comparison of RES to XRES, i.e. AKA failure, the AMF shall send NAS SMC with NULL algorithms to the UE regardless of the supported algorithms announced previously by the UE.

· After the receiving of both, the Emergency Registration request and the Authentication Failure messages from the UE, the AMF shall send NAS SMC with NULL algorithms to the UE regardless of the supported algorithms announced previously by the UE.
10.2.3
Key generation procedure for unauthenticated IMS Emergency Sessions
10.2.3.1
General
An unauthenticated UE does not share a complete 5G NAS security context with the network as there has been no successful AKA run between the UE and the AMF. When the UE and the AMF does not share the security context the only possibility for an AMF that allows unauthenticated IMS Emergency Sessions is to run with the NULL integrity algorithm EIA0 and the NULL ciphering algorithm EEA0. 
When there has been no successful run of AKA, the UE and the AMF independently generate the KAMF in an implementation defined way and populate the 5G NAS security context with this KAMF to be used when activating an 5G NAS security context. All key derivations proceed as if they were based on a KAMF generated from a successful AKA run.

Even if no confidentiality or integrity protection is provided by EIA0 and EEA0, the UE and the network treat the 5G security context with the independently generated KAMF as if it contained a normally generated KAMF.
10.2.3.2
Handover
Editor’s Note: It is FFS how the keys generated for unauthenticated IMS Emergency sessions are used during the various handover scenarios in 5G.
********************End of pCR***********************************
