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Decision/action requested

Approve the pCR below
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Rationale
1) Current text in 6.7.1.2 in not clear, also some repetitive text from clause 6.7.1.1

“6.7.1.1
Initial NAS security context establishment

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 7.2.4.3.1, which is about NAS algorithm selection at initial NAS security context establishment. 

Each AMF shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for NAS integrity algorithms, and one for NAS ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. 

To establish the NAS security context, the AMF shall choose one NAS ciphering algorithm and one NAS integrity protection algorithm. The AMF shall then initiate a NAS security mode command procedure, and include the chosen algorithms and UE 5G security capabilities (to detect modification of the UE 5G security capabilities by an attacker) in the message to the UE (see clause 6.7.2). The AMF shall select the NAS algorithms which have the highest priority according to the ordered lists.”
2) The text in parenthesis ” (to detect modification of the UE 5G security capabilities by an attacker)” is moved to a NOTE.

***************************************** start of pCR *************************************
6.7.1.2
AMF change

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 7.2.4.3.2, which is about NAS algorithm selection at AMF change. 

In case  the UE moves from a source AMF to a target AMF, and there is a change of algorithms to be used for establishing NAS security in the target AMF, the target AMF shall initiate a NAS security mode command procedure and include the chosen algorithms and the UE 5G security capabilities  in the message to the UE 5G  (see clause 6.7.2). The target AMF shall select the NAS algorithms which have the highest priority according to its ordered list .
NOTE: Including UE 5G security capabilities in the NAS Security mode command allows the UE to detect any modification of these parameters by an attacker. 
********************************************* end of pCR *********************************
