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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TS 33.501
2
References

[1]
3GPP TS 33.401
3
Rationale

This contribution proposes subclauses for mapping of security contexts when interworking between 4G and 5G. This will improve readability and simplify the specification text. These new subclauses have no correspondent in TS 33.401 [1]. In fact, the description of how the target system security parameters are derived is rather scattered in the 4G specification.

In this proposal, the mapping of the security contexts is based on how it is done during interworking from 4G to 3G and where the 3G key is derived from the current KASME. More precisely, regardless of the direction, the target system anchor key is derived from the source system current anchor key using the NAS UL COUNT. The other parameters such as the mapped NAS COUNT are set to the initial values. This is because the corresponding anchor key is fresh. The mapping of the selected algorithms is left open but we believe that the selection of the algorithms should always be achieved via an SMC in the target system.

On the algorithm selection aspect, there is room for optimization in the direction from 4G to 5G since it is already agreed that the 5G system shall support the 4G crypto algorithms. Basically, the idea would be to map every selected 4G algorithm to the equivalent 5G one whenever the UE supports it. However, more security analysis is required in order to rule out any possibility that a security breach in 4G could spill out in the 5G system.  
4
Detailed proposal

***
BEGIN CHANGES
***

9.X
Mapping of security contexts

9.X.1
Mapping of a 5G security context to an EPS security context

The derivation of a mapped EPS security context from a 5G security context is done as described below:

· The KASME key shall be derived from the KAMF using the current NAS UL COUNT value from the 3GPP access NAS COUNT pair as described in Annex U. 

· The eKSI for the newly derived KASME key shall be defined such as the value field is taken from the ngKSI and the type field is set to indicate a mapped security context.

· The NAS COUNTs in the mapped EPS security context shall be set to the initial value of 0.

Editor’s Note: It is FFS if and how 4G algorithms could be selected when deriving an EPS security context. 

Editor’s Note: It is FFS whether an initial value of 1 for NAS COUNT is better suitable since from the target MME perspective a successful SMC run has already taken place.

9.X.2
Mapping of an EPS security context to a 5G security context

The derivation of a mapped 5G security context from an EPS security is done as described below.

· The KAMF key shall be derived from the KASME using the current NAS UL COUNT as described in Annex V. 

· The ngKSI for the newly derived KAMF key shall be defined such as the value field is taken from the eKSI and the type field is set to indicate a mapped security context.

· The NAS COUNT’s in the mapped 5G security context shall be set to the initial value of 0.

Editor’s Note: It is FFS if 5G algorithms could be selected based on the selected 4G algorithms.

***
END OF CHANGES
***

