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1
Decision/action requested

This pCR proposes a normative text for AS key hierarchy
2
References

None
3
Rationale

In LTE, KeNB is either provided by MME or derived based on an intermediate key. When KeNB is derived by the MME for the first time, it is derived from the KASME (with UL NAS COUNT) and directly used as KeNB by eNB. On the other hand, subsequent KeNB is derived from an intermediate key that is derived from NH that is derived from KASME and the current NH paired with NCC. In 5G, it may be desirable to have a unified AS key (i.e., KgNB) derivation regardless of whether it is derived for the first time or not, for consistency. Additionally, such unified AS key derivation, if it only uses KAMF and freshness parameter similar to NCC, would further simplify the AS key chaining (i.e., vertical key derivation) in LTE which is unnecessarily complicated as shown below. 
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Figure 7.2.8.1-1 Model for the handover key chaining

Another aspect to consider for KgNB derivation is to not derive KgNB directly from KAMF to take into account potential key separation between AMFs for forward and backward security discussed in the companion contribution (S3-17NNNN). In LTE, KASME is shared between MMEs in MME relocation, so the target MME can reuse the key chain used by the source MME. However, if KgNB is always derived from KAMF that is held by the serving AMF (which is the target AMF in AMF relocation), key separation between AMFs would be delayed until a KAMF is refreshed at the serving AMF or the handover procedure would be delayed as the target AMF needs to obtain KAMF from SEAF, agree on the KAMF with the UE based on NAS SMC, then derive KgNB. 
Two issues discussed above can be resolved by introducing an intermediate key, named AS anchor key, and deriving KgNB from the AS anchor key. Namely, the KgNB derivation consists of two steps. 
1) AS root key derivation based on KAMF and a first freshness parameter (e.g., UL/DL NAS COUNT or a COUNT for this case specifically) 
2) KgNB derivation based on the AS root key and a second freshness parameter (which plays an equivalent role to NCC in LTE).
Derivation 1) is used when the AMF determines the needs for a refresh of the AS security context, e.g. the AMF refreshes KAMF, AMF decides to refresh the AS root key, or connected mode mobility involving AMF change happens.

Derivation 2) is used when a new KgNB needs to be sent to the gNB, e.g. UE mobility involving PDCP anchor change. 

During handover involving AMF relocation, the source AMF firstly refreshes the AS root key based on a first freshness parameter and passes the AS root key to the target AMF. Then the target AMF derives a KgNB from the AS root key and second freshness parameter (which is initialized and indicated to the UE in the handover command) until a new KAMF is available. The new KAMF can be established after the handover completion and during the NAS SMC. Having an evolving root key provides a security advantage over LTE as the KAMF that derives NAS keys does not need to be shared between AMFs and the target AMF cannot derive the AS keys used in the previous gNB(s).
The figure below shows the corresponding key derivation procedure.
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The resulting key derivation model is shown below.
NOTE: the horizontal key derivation uses an AS key count as a parameter instead of the physical parameters as described in the companion contribution S3-17OOOO.
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4
Detailed proposal
***
BEGIN OF FIRST CHANGE
***
6.3.2
Handling security contexts within the serving network
6.3.2.z KgNB derivation/refresh
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Figure 6.4.z-1 KgNB derivation

KgNB derivation consists of two steps. 

1) AS root key derivation based on KAMF and a first freshness parameter.

Editor’s Note: It is FFS what would be used for the first freshness parameter – possibilities include some combination of UL/DL NAS COUNTs or a specific counter for this use case.

2) KgNB derivation based on the AS root key and a second freshness parameter. The second freshness parameter is an AS key counter maintained locally at the AMF. The AS key counter is initialized to 0 when the AS root key is derived and incremented by 1 on every new KgNB derivation.

Derivation 1) shall be used when the AMF determines the needs for a refresh of the AS security context, e.g. the AMF refreshes KAMF, AMF decides to refresh the AS root key, or connected mode mobility involving AMF change happens.

Derivation 2) shall be used when a new KgNB is sent to the gNB, e.g. UE mobility involving PDCP anchor change. 

NOTE: For the collocated SEAF/AMF, the AMF may refresh the KgNB based on KAMF refresh.

When a new KgNB is derived by the AMF, the gNB shall be provided with the associated freshness parameter(s). These parameters shall also be provided to the UE in RRC signaling, so that the the UE and gNB have the same key.
***
END OF FIRST CHANGES
***
_1562590775.vsd
�

KAMF


KAS_root


KgNB


KDF


KDF


1st Freshness Param


2nd Freshness Param


KAS_root


KgNB


Source AMF


Target AMF


KDF


2nd Freshness Param = INIT_VALUE



_1568014648.vsd
KgNB


KAMF


1st Freshness Parameter


KgNB


KgNB


KgNB


AS Key Count


KgNB*


KgNB*


AS Key Count


AS Key Count


KgNB*


KgNB*


AS Key Count


KgNB*


2nd Freshness Parameter


KgNB


KgNB


KgNB


KgNB


AS Key Count


KgNB*


KAS Root


KgNB


KgNB*


AS Key Count


AS Key Count


KgNB*


KgNB


KgNB


KgNB


2nd Freshness Parameter


KAS Root


1st Freshness Parameter


AS Key Count


AS Key Count


KgNB*


2nd Freshness Parameter



_1562597997.vsd
�

KAMF


KAS_root


KgNB


KDF


KDF


1st Freshness Param


2nd Freshness Param


KAS_root


KgNB


Source AMF


Target AMF


KDF


2nd Freshness Param = 0



_1306829045.vsd
NCC = 0


KeNB*


NH


PCI, EARFCN-DL


KASME


(KeNB)
Initial


NH


PCI, EARFCN-DL


KeNB


KeNB


KeNB


PCI, EARFCN-DL


KeNB


KeNB


KeNB


PCI, EARFCN-DL


KeNB*


PCI, EARFCN-DL


KeNB*


KeNB*


KeNB*


NH


NCC = 3


KeNB*


KeNB


KeNB


KeNB


KeNB*


KeNB*


PCI, EARFCN-DL


PCI, EARFCN-DL


NAS uplink COUNT


PCI, EARFCN-DL


NCC = 1


NCC = 2



