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Decision/action requested

This contribution discusses the need for sending all S-NSSAIs in the clear to allow the selection of an AMF. It concludes that there are all not needed and hence the feature not sending S-NSSAIs that are considered private unprotected shall be supported
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Rationale

It has been proposed by SA2 that the UE sends S-NSSAIs to the network for two purposes;
1. in the RRC signalling to allow the RAN nodes to efficiently find the correct AMF to serve the UE; and 
2. in NAS signalling to enable the UE to indicate which slices that the UE is interested in accessing currently.

It should be noted with 1 that this is only an efficiency gain in terms of less signalling at registration to the 5G network and not mandatory for the network to be able to find the correct AMF, i.e. if the S-NSSAI are not included in the RRC signalling, the result will be the same. On 2, SA3 has previously agreed that S-NSSAIs should be confidentially protected when included in NAS signalling context exists. 

Knowing the S-NSSAI may allow a user to be tracked, in particular if there are cases with a S-NSSAI is only used by a few UEs in general or in a particular area at a time (it is likely that a false base station will be able to force a UE to send S-NSSAI in the clear if the UE would send that S-NSSAI unprotected). 
It is also possible that not all the S-NSSAIs may be needed to achieve 1, i.e. the UE send two S-NSSAIs in the clear to the RAN nodes but sending just one of those NSSIs would have been enough. As example of these, there is the following. SA2 have defined the following standard NSSAIs (see below extract from TS 23.501 v1.3.0)
“5.15.2.2
Standardised SST values

Standardized SST values provide a way for establishing global interoperability for slicing so that PLMNs can support the roaming use case more efficiently for the most commonly used Slice/Service Types.

The SSTs which are standardised are in the following Table 5.15.2.2-1.

Table 5.15.2.2-1 - Standardised SST values

	Slice/Service type
	SST value
	Characteristics.

	eMBB (enhanced Mobile Broadband)


	1
	Slice suitable for the handling of 5G enhanced Mobile broadband, useful, but not limited to the general consumer space mobile broadband applications including streaming of High Quality Video, Fast large file transfers etc. It is expected this SST to aim at supporting High data rates and high traffic densities as outlined in Table 7.1-1 "Performance requirements for high data rate and traffic density scenarios" in TS 22.261 [2]

	URLLC (ultra- reliable low latency communications)
	2
	Supporting ultra-reliable low latency communications for applications including, industrial automation, (remote) control systems.

This SST is expected to aim at supporting the requirements in Table 7.2.2-1 "Performance requirements for low-latency and high-reliability services." in TS 22.261 [2] related to high reliability and low latency scenarios

	MIoT (massive IoT)
	3
	Allowing the support of a large number and high density of IoT devices efficiently and cost effectively.


NOTE:
The support of all standardised SST values is not required in a PLMN.”
Now a UE may request a S-NSSAI with SST value of 1, (i.e. eMBB), and in addition request a S-NSSAI that is related to their corporate access. The first N-SSAI here is enough to provide the routing to the correct AMF. 

In the above example making the UE send the second S-NSSAI in the clear serves no purpose and could adversely affect the privacy of the user. SA3 should try to avoid such unnecessary privacy risks when there is a simple solution. Hence it is proposed that SA3 agree the following handling for S-NSSAIs:

The NSSAI shall be confidentiality protected whenever NAS security context is available (as far as regulation allows).

When the UE is configured with privacy requirements for a particular S-NSSAI:

-
The UE shall not include that S-NSSAI in NAS signalling unless the UE has a NAS security context and uses this to encrypt the S-NSSAI.

-
The UE shall not include that S-NSSAI in unprotected RRC signalling.

If such a conclusion is agreed, a response LS to [1] should be sent to SA2 to inform them of this conclusion 
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Detailed proposal

It is proposed that SA3 agree the above proposed handling of S-NSSAIs and inform SA2 of this handling.
