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1
Decision/action requested

This contribution proposes a pCR for the key derivation of the security algorithms
2
References
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3
Rationale

The pCR provide the general introduction text for the key derivation function annex and text for deriving the keys for the security algorithms. The text is in the pCR is a copy of TS 33.401 with the changes in S3-172369 with some small adjustments as necessary. 
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in TS 33.501.

**** START OF CHANGES ****
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**** NEXT CHANGE ****
Annex A (normative): 
Key derivation functions

A.1
KDF interface and input parameter construction

A.1.1
General

All key derivations (including input parameter encoding) for 5GS shall be performed using the key derivation function (KDF) specified in TS 33.220 [xx]. This clause specifies how to construct the input string, S, to the KDF (which is input together with the relevant key). For each of the distinct usages of the KDF, the input parameters S are specified below. 

A.1.2
FC value allocations

The FC number space used is controlled by TS 33.220 [8], FC values allocated for this specification are in range of 0x69 – 0x??.
A.Z
Algorithm key derivation functions
When deriving keys for NAS integrity and NAS encryption algorithms from KAMF in the AMF and UE or ciphering and integrity keys from KgNB in the gNB and UE, the following parameters shall be used to form the string S.

-
FC = 0x69

-
P0 = algorithm type distinguisher

-
L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)

-
P1 = algorithm identity

-
L1 = length of algorithm identity (i.e. 0x00 0x01)

The algorithm type distinguisher shall be N- RRC-enc-alg for RRC encryption algorithms, N-RRC-int-alg for RRC integrity protection algorithms and N-UP-enc-alg for UP encryption algorithms (see table A.Z-1). The values 0x00 and 0x07 to 0xf0 are reserved for future use, and the values 0xf1 to 0xff are reserved for private use.

Table A.Z-1: Algorithm type distinguishers

	Algorithm distinguisher
	Value

	N-NAS-enc-alg
	0x01

	N-NAS-int-alg
	0x02

	N-RRC-enc-alg
	0x03

	N-RRC-int-alg
	0x04

	N-UP-enc-alg
	0x05

	N-UP-int-alg
	0x06


The algorithm identity (as specified in clause 5) shall be put in the four least significant bits of the octet. The two least significant bits of the four most significant bits are reserved for future use, and the two most significant bits of the most significant nibble are reserved for private use. The entire four most significant bits shall be set to all zeros. 
For the derivation of integrity and ciphering keys used between the UE and gNB, the input key shall be the 256-bit KgNB. For the derivation of integrity and ciphering keys used between the UE and AMF, the input key shall be the 256-bit KAMF.
For an algorithm key of length n bits, where n is less or equal to 256, the n least significant bits of the 256 bits of the KDF output shall be used as the algorithm key.

**** END OF CHANGES ****
