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1
Decision/action requested

It is requested to approve the proposed content for the clause 8.3.1.3.2 in TS 33.501.
2
Rationale
In a companion discussion paper, S3-172328, we argued that in general, the mechanism for X2-handover in LTE can be adopted for Xn-handover in 5G. However, it is worth reconsidering how a concurrent running of UE Context Modification procedure is addressed. A proposal was made that when the AMF has to synchronize the NAS security with the AS security context and there is concurrently running handover, the AMF sends to the gNB an indication which could be called NSCI (New Security Context Indicator) to align with terms used in 3GPP TS 29.274. The gNB then uses the NSCI indication to set the keyChangeIndicator to true or false in the HO command. This update does not require any change in the key derivation on the UE and the gNB side, compared to the LTE. Even though the benefit of such update is clearly effective and visible in N2-handover than in Xn-handover, it is desirable to align the mechanisms for N2 and Xn handovers. Hence we propose the following updates to Xn-handover compared to the baseline X2-handover in LTE:

-
The KAMF used by the AMF for the derivation of the fresh NH is the one that is currently active.
-
If the AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, then the AMF sends an indication to the gNB in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message that the fresh NH is derived from the new KAMF. The gNB then uses that indication as a basis of the keyChangeIndicator field in further handovers.
3
Detailed proposal

Changes are proposed below. Mind that the clause 8.3.1.3.2 in TS 33.501 corresponds to the clause 7.2.8.4.2 in TS 33.401.
*** BEGIN CHANGES ***
8.3.1.3.2
Xn-handover

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.2, which is about Xn-handover.
As in intra-gNB handovers, for Xn handovers the source gNB shall perform a vertical key derivation in case it has an unused {NH, NCC} pair. The source gNB shall first compute KgNB* from target PCI, its frequency ARFCN-DL, and either from currently active KgNB in case of horizontal key derivation or from the NH in case of vertical key derivation as described in Annex <TBD>.

Next, the source gNB shall forward the {KgNB*, NCC} pair to the target gNB. The target gNB shall use the received KgNB* directly as KgNB to be used with the UE. The target gNB shall associate the NCC value received from source gNB with the KgNB. The target gNB shall include the received NCC into the prepared HO Command message, which is sent back to the source gNB in a transparent container and forwarded to the UE by source gNB. 

When the target gNB has completed the handover signaling with the UE, it shall send a NGAP PATH SWITCH REQUEST message to the AMF. Upon reception of the NGAP PATH SWITCH REQUEST, the AMF shall increase its locally kept NCC value by one and compute a new fresh NH from its stored data using the function defined in Annex <TBD>. The AMF shall use the KAMF from the currently active 5G NAS security context for the computation of the new fresh NH. The AMF shall then send the newly computed {NH, NCC} pair to the target gNB in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The target gNB shall store the received {NH, NCC} pair for further handovers and remove other existing unused stored {NH, NCC} pairs if any. 
If the AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the sent NGAP PATH SWITCH REQUEST ACKNOWLEDGE message shall in addition contain a NSCI (New Security Context Indicator). The AMF shall in this case derive a new initial KgNB from the new KAMF and the uplink NAS COUNT in the most recent NAS Security Mode Complete message as specified in Annex <TBD>. The AMF shall associate the derived new initial KgNB with a new NCC value equal to zero. Then, the AMF shall use {the derived new initial KgNB, the new NCC value initialized to zero} pair as the newly computed {NH, NCC} pair to be sent in the NGAP PATH SWITCH REQUEST ACKNOWLEDGE message. The gNB shall in this case set the value of keyChangeIndicator field to true in further handovers. The gNB should in this case perform an intra-gNB handover immediately and send appropriate response to the AMF. 
NOTE:
Because the NGAP PATH SWITCH REQUEST message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure. Thus, for Xn-handovers key separation happens only after two hops because the source gNB knows the target gNB keys. The target gNB can immediately initiate an intra-gNB handover to take the new NH into use once the new NH has arrived in the PATH SWITCH REQUEST ACKNOWLEDGE message.
*** END OF CHANGES ***
