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1
Decision/action requested

It is requested to discuss proposed changes to Xn and N2 handovers in 5G, compared to X2 and S1 handovers in LTE.
2
Rationale
In general, the mechanism for X2 and S1 handovers in LTE can be adopted for Xn and N2 handovers in 5G. However there are following aspects that are worth reconsidering. 
There are two security contexts, one NAS and another AS. The AS security context is based on the NAS security context. So, when the NAS security context changes, then the AS security context needs to be synchronized with the NAS security context. Such synchronization is done via execution of the UE Context Modification procedure. However, that procedure and the handover procedures may have race conditions. In particular, there may be cases when the UE Context Modification procedure and handover procedure are happening at the same time, therefore causing mis-sychronization of the NAS and the AS security contexts. This would mean that the AS key becomes mis-synchronized with the NAS key. 
In LTE, such issue was addressed by introducing a long list of rules determining the predence of concurrently running procedures and determining how the eNB and the MME shall behave (see Clause 7.2.10 in TS 33.401). Clearly, it is not optimal to have a long list of rules simply because those rules require preserving additional states and introduce additional signaling. For example, the MME has to maintain old and new NAS security context and transfer both to another MME in case the handover involvs MME change and execute UE Context Modification procedure once the current handover is finished. Additionally, a long list of rules increase the design complexity and the implementation complexity. It also becomes difficult to analyze the implementations, which brings the risk of poor implementations. Ultimately, it becomes difficult to assure the security of the system.
Since we are in early stage of 5G security specification, it is both desirable and right thing to do that a proper mechanism is devised from the beginning than a long list of rules. We are proposing an update compared to X2 and S1 handover in LTE such in Xn and N2 handovers in 5G, the AMF can trigger synchronization of NAS and AS security context in the current handover. It is a sort of merging UE Context Modification procedure with the ongoing handover procedure. 
One apparent benefit in doing so is that there is no need for additional explicit UE Context Modification procedure. Another benefit is that the concurrently running of security procedures are handled more gracefully than what was done in LTE. Many of the rules in the long list of rules will be considerably shortened or become non-existent. Further, the state management becomes simpler and there is reduction in the signalling, e.g., the AMF will not need to keep transferring multiple NAS contexts in between. 
To that end, we point to the field called keyChangeIndicator in the HO command, i.e., the RRC Conneciton Reconfiguration message. In LTE, that keyChangeIndicator is used only during intra-cell handover triggered by MME by performing UE Context Modification procedure with the eNB. In 5G, we are proposing that the when the AMF has to synchronize the NAS security with the AS security context and there is concurrently running handover, the AMF sends to the gNB an indication which could be called NSCI (New Security Context Indicator) to align with terms used in 3GPP TS 29.274. The gNB then uses the NSCI indication to set the keyChangeIndicator to true or false in the HO command.
This update does not require any change in the key derivation on the UE and the gNB side, compared to the LTE. The benefit of such update is clearly effective and visible in N2-handover than in Xn-handover. However, it is desirable to align the mechanisms for N2 and Xn handovers. Hence we propose to adopt similar update to both.

3
Detailed proposal

It is propsed that pCRs S3-172329 and S3-172330 are approved based on the above considerations.
