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1
Decision/action requested

It is requested to approve the proposed content for the clause 8.3.1.1.1 in TS 33.501.
2
Rationale

The handover key chaining model was discussed in a companion discussion contribution (S3-172321). This contribution proposes pCR parts based on the proposal made in the above mentioned discussion contribution.
3
Detailed proposal

Changes are proposed below. Mind that the clause 8.3.1.1.1 in TS 33.501 corresponds to the clause 7.2.8.1.1 in TS 33.401.
*** BEGIN CHANGES ***
8.3.1.1.1
Access stratum

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.1.1, which is about key handling in access stratum in handover. 

The general principle of key handling at handovers is depicted in Figure 8.3.1.1.1-1.
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Figure 8.3.1.1.1-1 Model for the handover key chaining (input parameters are FFS)

The following is an outline of the key handling model to clarify the intended structure of the key derivations. The detailed specification is provided in subclauses <TBD>.

Whenever an initial AS security context needs to be established between the UE and the gNB, the AMF and the UE shall derive a KgNB. A Next Hop Chaining Counter (NCC) is associated with each KgNB and Next Hop (NH) parameter. Every KgNB is associated with the NCC corresponding to the NH value from which it was derived. At initial setup, the KgNB (denoted KgNB (Initial) in the figure) is derived directly from the KAMF, and is then considered to be associated with a virtual NH parameter with NCC value equal to zero.

Whether the AMF sends the KgNB key or the {NH, NCC} pair to the serving gNB is described in detail in subclauses <TBD>. The gNB shall initialize the NCC value to zero after receiving NGAP INITIAL CONTEXT SETUP REQUEST message.
The UE and the gNB use the KgNB to secure the communication between each other. On handovers, the basis for the KgNB that will be used between the UE and the target gNB, called KgNB*, is derived from either the currently active KgNB or from the NH parameter. If KgNB* is derived from the currently active KgNB this is referred to as a horizontal key derivation (see Figure 8.3.1.1.1-1) and if the KgNB* is derived from the NH parameter the derivation is referred to as a vertical key derivation (see Figure 8.3.1.1.1-1). 

Editor's Note
: Input parameters to horizontoal and vertical key derivations are FFS. The Figure 8.3.1.1.1-1 needs to be updated accordingly.
As NH parameters are only computable by the UE and the AMF, it is arranged so that NH parameters are provided to gNBs from the AMF in such a way that forward security can be achieved.
*** END OF CHANGES ***
�This EN can be removed and the Figure can also be updated during the meeting.if (S3-172324) is approved.
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