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Decision/action requested

Approve the pCR below
2

Rationale

This PCR proposes a raw public key provisioning method besides the offline and OTA methods. This method uses NAS messages for transferring raw public key provisioning instructions.
3
Detailed proposal
*** BEGIN CHANGES ***
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Subscription Identifier De-concealing Function: A function located in the home network that is responsible for de-concealing the SUPI from the SUCI. 

Subscription Concealed Identifier: The one-time use subscription identifier, which contains the concealed subscription identifier (e.g., MSIN), and the cleartext home network identifiers (e.g., MCC and MNC). The Subscription Concealed Identifier (SUCI) is used to privacy protect the SUPI.
Subscription Concealing Provision Function: A function located in the home network that is responsible for provisioning SICI to UEs.
Subscription Identifier Concealing Instruction: It encapsulates a set of operation requests or responses related to raw public key provisioning (e.g. provide raw public keys, set public key scheme or report current subscription concealing configuration in UE).
UE 5G Security Capability: The UE security capabilities for 5G AS and NAS.
example: text used to clarify abstract rules by applying them literally.

*** NEXT CHANGES ***
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>
5GC
5G Core Network
5G-AN
5G Access Network
5G-RAN
5G Radio Access Network 
AMF
Access and Mobility Management Function

AMF
Authentication Management Field

NOTE: If it is not clear from the context, which meaning the acronym AMF has, it is spelled out. 
IKE
Internet Key Exchange

NAS
Non Access Stratum 
QoS
Quality of Service 
SCPF
Subscription Concealing Provision Function
SEG
Security Gateway

SICI
Subscription Identifier Concealing Instruction
SIDF
Subscription Identifier De-concealing Function 

SUCI
Subscription Concealed Identifier 

SUPI
Subscription Permanent Identifier 

Editor's Note: SIDF, SUCI, SCPF, SICI and SUPI will updated after getting response from SA WG2.

UE
User Equipment

UPF
User Plane Function

*** NEXT CHANGES ***
6.8.1
Subscription permanent identifier 

Editor's note: Most of the content of the present clause is related to the SUCI. This conflicts with the title of the clause (that refers to SUPI). 

In the 5G system, the globally unique 5G subscription permanent identifier is called SUPI. The SUPI is defined in 3GPP TS 23.501. The SUCI is a privacy preserving identifier containing the concealed SUPI. 

The UE shall include a SUCI only to the following 5G NAS messages:

-
if the UE is sending a Registration Request message of type "initial registration" to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include a SUCI to the Registration Request message; 

Editor's note: It is FFS if the UE is allowed to send the SUCI in the Identifier Response message in response to an Identifier Request message from the network. 

The UE shall never generate SUCI using "null-scheme", with the following exceptions:

-
if the UE is making an emergency call, and it does not have a 5G-GUTI to the chosen PLMN; 

-
if the home network has provisioned "null-scheme" as public key scheme, then the UE shall generate SUCI using "null-scheme"; and

- 
if the home network has not provisioned the public key needed to generate SUCI. 

Editor’s note: It is FFS if the visited network should be able to require usage of the null-scheme and how to avoid that a fake visited network forces the UE to use the null-scheme.


Editor's note: The emergency services are FFS.
*** NEXT CHANGES ***
6.8.x
Raw public key provisioning
Raw public keys may be provisioned to UEs through offline or OTA mechanisms defined by the home operator.

Raw public keys may also be provisioned to UEs through the mechanism described as follows, cf. also Fig. 6.8.x-1.

The Subscription Identifier Concealing Instruction, called SICI, encapsulates a set of raw public key provisioning requests (e.g. provide raw public keys, set public key scheme) or responses (e.g. report current subscription concealing configuration in UE) that are defined by the home operator.
The Subscription Concealing Provision Function, called SCPF, is a function located in the home network that is responsible for provisioning SICIs to UEs through AMFs. The SCPF shall encapsulate a set of raw public key operation requests into a SICI and provide the SICI to an AMF via a SICI request. After NAS security has been established between the UE and AMF, the AMF shall put the SICI into a suitable NAS message (e.g. in a Registration Accept message) and send it to the UE. The UE shall perform the raw public key operations according to the instructions in the received SICI. In case an acknowledgement is required, the UE shall encapsulate the operation results into a SICI. The UE shall put the SICI into a suitable NAS message (e.g. a Registration Complete message) and send it to the AMF via SICI response. The AMF shall provide the received SICI to the SCPF.

A UE may also report current subscription concealing configuration through suitable NAS messages (e.g. in a Registration Request message) without a CN’s request.
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Fig. 6.8.x-1 RAW public key provisioning procedure
*** END OF CHANGES ***
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