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1
Decision/action requested

It is proposed to approve the changes in clause 5.2.4 for inclusion in TS 33.501.
2
References

[1]
TS 33.501 v0.3.0 Security Architecture and Procedures for 5G System.
[2]

3GPP TR 33.899 v1.2.0 Study on the security aspects of the next generation system

3
Rationale

Contribution XXX proposed to add the management plane protection to 7.2.  Pending approval, this contribution proposed to remove an Editor’s Note in clause 5.2.4 and add reference to the management plane protection requirement added in 7.2
4
Detailed proposal

*************** Start of Change 1 ****************
5.2.4
Requirements for gNB setup and configuration

Setting up and configuring gNBs shall be authenticated and authorized so that attackers shall not be able to modify the gNB settings and software configurations via local or remote access.

Editor’s Note: Who is authenticated and authorized need to be clarified.

1.
The certificate enrolment mechanism specified in TS 33.310 [6] for base station should be supported for gNBs. The decision on whether or not to use the enrolment mechanism is left to operators. 

2.
Communication between the O&M systems and the gNB shall be confidentiality, integrity and replay protected from unauthorized parties. The support of security associations is required between the gNB and an entity in the 5G Core or in an O&M domain trusted by the operator. These security association establishments shall be mutually authenticated. The security associations shall be realized according to clause 7.2.

3.
The gNB shall be able to ensure that software/data change attempts are authorized 

4.
The gNB shall use authorized data/software. 

5.
Sensitive parts of the boot-up process shall be executed with the help of the secure environment. 

6.
Confidentiality of software transfer towards the gNB shall be ensured.

7.
Integrity protection of software transfer towards the gNB shall be ensured.

8.
The gNB software update shall be verified before install.

Editor’s Note: Requirement #8 requires further clarification.
*************** End of Change 1 ****************
