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1
Decision/action requested

It is proposed to add the following proposal on Granularity for UP security policy determination in TS 33.501.
2
References

[1] S3-172164 Discussion on AS security setup and negotiation
[2] TS 23.501 
3
Rationale

According to the S3-172164 [1] endorsement on UP security during last SA3 #88 meeting, questions on granularity are stated as follows.

Proposal: The SMF controls whether confidentiality protection shall be enabled. It is ffs whether the granularity should be PDU sessions or QoS flows.  

Proposal: The SMF controls whether integrity protection shall be enabled.It is ffs whether the granularity should be PDU sessions or QoS flows.

Therefore, there are two options on the granularity feature, i.e. PDU session, QoS flow. Discussion on these two options will be proposed. 
Option1. PDU session

If PDU session is adopted, PDU session-based UP security policy requires that different PDU session may have various protection types, e.g. various security algorithms, etc. As we all know that one DRB will not be used to bind two different PDU sessions data. Hence, the DRB allocation controlled by gNB will not be impacted by the UP security policy. Therefore, nothing will be changed on DRB allocation mechanism in gNB if the PDU session granularity of UP security policy is adopted here.
As mentioned above in the endorsement, agreement achieves that SMF controls whether confidentiality/integrity protection shall be enabled. Also according to SA2 TS 23.501, PDU session is defined in the below.

“PDU Session: Association between the UE and a Data Network that provides a PDU connectivity service”

Hence, PDU session controlled by SMF is a connection between UE and DN. Therefore, PDU session granularity for UP security would be the better way to meet the DN security requirements on UP protection. 
Advantages:
· DRB allocation will not be impacted from the view of gNB, if the PDU session granularity of UP security policy is adopted here.
· DN security requirements would be taken into account on UP security protection in PDU session granularity.
Option2. QoS flow
SA2 TS 23.501 defined the QoS flow as follows.

“5G QoS Flow: The finest granularity for QoS forwarding treatment in the 5G System. All traffic mapped to the same 5G QoS Flow receive the same forwarding treatment (e.g. scheduling policy, queue management policy, rate shaping policy, RLC configuration, etc.). Providing different QoS forwarding treatment requires separate 5G QoS Flow.”

It shows that QoS flow is just a granularity for QoS forwarding treatment in the 5G system. Therefore, if QoS flow security policy is used here, the security policy will be used to serve for QoS forwading treatment in the 5G system. 
If QoS flow-based UP security policy is adopted, it requires that different QoS flows may have various protection requirements, e.g. whether to enable the confidentiality protection, and/or whether to enable the integrity protection or not. However, one DRB may support two QoS flows according to SA2, which can be found in the statements in TS 23.501, i.e. 
“The AN binds QoS flows to AN resources (i.e. Data Radio Bearers of in case of 3GPP RAN). There is no strict 1:1 relation between QoS flows and AN resources. It is up to the AN to establish the necessary AN resources to map the QoS flows to”.

Therefore, according to the statement “There is no strict 1:1 relation between QoS flows and AN resources.”, there may ba a case that one DRB will be bound to two QoS flows.Therfore, if QoS flow-based security policy is used here, both the QoS features and QoS flow security policy shall be taken into account, since two QoS flow supported by one DRB may have different security policies. More works on DRB allocation according to UP security policy will be required in gNB. Also, more DRBs may be needed to meet various UP protection requirements.
If PCF is used here for QoS flow security policy determination, more operations on QoS flow allocation will be needed in SMF. According to SA2 TS 23.501 sections A.3.1.3.3, it shows that PCF sends service data flow (SDF) policy to SMF. Meanwhile, according to SA2 TS 23.501 sections 5.7.15, the SMF wtill perform the binding of SDFs to QoS flows based on the QoS and service requirements of the SDF (e.g. the received PCC rules). Therefore, if PCF is adopted, SMF will receive the SDF related security policy, which is corresponding with the service or application requirement. In the end, if PCF is used here, QoS flow allocation still needs to take the SDF related security policy and SDF QoS into consideration. 
Advantages:

· QoS flow security policy is in line with QoS forwarding treatment in the 5G system. 
Disadvantages:

· DRB allocation shall consider the QoS flow-based security policy if one DRB binds two QoS flows. Also, more DRBs may be needed to meet various UP protection requirements. 

· If PCF is used for QoS flow-based security policy determination, QoS flow allocation needs more work. Also, more QoS flows may be needed to meet various UP policy on SDF received from PCF.

In conclusion, QoS flow-based security policy is not suggested for 5G security.

Our proposals on Granularity of UP security in the below.
· The SMF controls whether confidentiality protection shall be enabled. The granularity should be PDU session.  

· The SMF controls whether integrity protection shall be enabled. The granularity should be PDU session.  

4
Detailed proposal

It is proposed that SA3 approve the below pCR for inclusion in TS33.501. 
*************************Begin of Change*************************
8.1.2.1
Procedures for AS algorithm selection

For UP security protection, security policy received from SMF will be used by gNB to select the UP protection algorithms. The granularity shall be based on per-PDU session. The SMF controls whether encryption and integrity protection shall be enabled.

*************************End of Change*************************
