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1
Decision/action requested

It is requested to approve the proposal into TS 33.501.
2
References

[1]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture"
3
Rationale

Since there is no content on security context in current TS, this contribution adds related content on this procedure. The added text is as in [1] with modification to fit 5G.
4
Detailed proposal
***
BEGIN CHANGES
***

6.3

Security contexts

6.3.1
General

Editor's Note: 33.401 contains an elaborate set of definitions of different levels of security contexts. These definitions may be further explained here. If the definitions in clause 3 are sufficient, this subclause may be quite short.  

6.3.2
Handling security contexts within the serving network 

Editor's Note: The content of this clause is meant to correspond to 33.401, clause 6.4, which is about handling security contexts at certain events like removal of the UICC, new authentication, state transitions, and about the respective roles of ME and UICC in handling security contexts.
Any 5G security context shall be deleted from the ME if:

a) the tamper resistant secure hardware component is removed from the ME when the ME is in power on state;

b) the ME is powered up and the ME discovers that a tamper resistant secure hardware component different from the one which was used to create the 5G security context has been inserted to the ME;

c) the ME is powered up and the ME discovers that no tamper resistant secure hardware component has been inserted to the ME.

KAMF and any keys used to derive KAMF in the key hierarchy shall never be transferred from the 5GC to an entity outside the 5GC.
Both the ME and AMF shall be capable of storing at least one non-current 5G security context and one current 5G security context in volatile memory. In addition, while connected to 5G-RAN, the ME and AMF shall be capable of storing in volatile memory the NCC, NH and the related KAMF used to compute keying material for the current 5G AS security context.

Any successful run of a primary authentication creates, by the definition in clause 3 of the present specification, a partial native 5G security context. This context shall overwrite any existing non-current 5G security context. 

UE shall use its current 5G security context to protect the Registration Request. However, there may be cases in which this 5G security context is not the current one in the AMF. In such cases, if the AMF receives a Registration Request protected with a non-current full 5G security context, then this context becomes the current 5G security context and the AMF shall delete any existing current 5G security context.

After a successful run of a NAS SMC relating to the <5G key set identifier> associated with an 5G security context, this context becomes the current 5G security context and shall overwrite any existing current 5G security context. 
NOTE 1:
The ME ensures that, whenever the native 5G NAS security context stored on the tamper resistant secure hardware component (if supported by the tamper resistant secure hardware component) or in non-volatile memory of the ME is marked as valid during the process of changing state to RM-DEREGISTERED, it is consistent with the security context stored in the volatile memory of the ME. This is described in clause 8.2. 

The full native 5G NAS security context (except for KNASenc and KNASint) shall be stored on the tamper resistant secure hardware component (if it supports RM parameters storage) or in the non-volatile memory of the ME (if the tamper resistant secure hardware component does not support RM parameters storage) only during the process of transitioning to RM-DEREGISTERED state or when an attempt to transition away from RM-DEREGISTERED state fails, as described in clause 8.2. The ME shall under no other circumstances store the 5G NAS security context parameters on the tamper resistant secure hardware component or non-volatile ME memory.

NOTE 2:
Only native 5G NAS security context is stored in the RM parameters file on the tamper resistant secure hardware component or in non-volatile ME memory. A mapped 5G NAS security context is never stored in these two places.
Editor's Note: RM parameter is as EMM parameter in [10], and it needs to be aligned with the definitions.
6.3.3
Distribution of security contexts 

Editor's Note: The content of this clause is meant to correspond to 33.401, clauses 6.1.4, 6.1.5, 6.1.6, which are about distributing security contexts in and between security domains.
6.3.3.x
Distribution of SUPI and authentication data within one serving network domain

NOTE 1: Authentication data in this subclause stands for 5G MM security contexts.

The purpose of this procedure is to provide a newly visited AMF with authentication data from a previously visited AMF within the same serving network domain.

The procedure is shown in Figure 6.3.3.x-1
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Figure 6.3.3.x-1: Distribution of SUPI and authentication data within one serving domain

The procedure shall be invoked by the newly visited AMFn after the receipt of a Registration request from the user wherein the user is identified by means of a temporary subscriber identity 5G-GUTIo in the Registration request under the jurisdiction of a previously visited AMFo that belongs to the same serving network domain as the newly visited AMFn.

The protocol steps are as follows:

a)
The AMFn sends a message to the AMFo, this message contains complete Registration request message.

b)
The AMFo searches the user data in the database and checks the integrity protection on the Registration request message.


If the user is found and the integrity check succeeds, the AMFo shall send a response with the following:

i)
shall include the SUPI
ii)
may include a number of unused AKA authentication vectors ordered on a first-in / first-out basis, and
iii)
shall include the 5G MM security context with a new derived KAMFn based on the KAMFo

The AMFo subsequently deletes any 5G MM security contexts which have been sent.


If the user cannot be identified or the integrity check fails, then the AMFo shall send a response indicating that the subscriber identity cannot be retrieved.

c)
If the AMFn receives a response with a SUPI, it creates an entry and stores 5G MM security context and any other information that may be included.

If the AMFn receives a response indicating that the user could not be identified, it may initiate the subscriber identification procedure described in clause 6.8.4 during the Initial Registration management procedure.
The same procedure does not apply to distribution of AKA authentication data between AMF and MME/SGSN in the same serving network domain, i.e. AKA authentication data shall not be forwarded from an AMF towards an MME/SGSN.

NOTE 2:
This is due to the fact that AKA authentication data contains a 128 bits XRES* and, hence, is not useful for the MME. Meanwhile, it also does not contain CK and IK and, hence, is not useful for the SGSN.
6.3.3.y
Distribution of SUPI and authentication data between different serving network domains

NOTE 1: Authentication data in this subclause stands for 5G security contexts.

In general, the distribution of SUPI and authentication data between AMFs belonging to different serving network domains of shall be performed as described for the distribution of SUPI and authentication data within the same service network domain in subclause 6.3.3.x. In particular, the current 5G security context data may be transferred between AMFs belonging to different serving network domains. 
-
Unused AKA authentication vectors, or non-current 5G MM security contexts, shall not be distributed between AMFs belonging to different serving domains (PLMNs).

The same procedure does not apply to distribution of AKA authentication data between AMF and MME/SGSN in different serving network domains, i.e. AKA authentication data shall not be forwarded from an AMF towards an MME/SGSN.

NOTE 2:
This is due to the fact that AKA authentication data contains a 128 bits XRES* and, hence, is not useful for the MME. Meanwhile, it also does not contain CK and IK and, hence, is not useful for the SGSN.
***
END OF CHANGES
***
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