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1
Decision/action requested

It is requested to approve the proposal into TS 33.501.
2
References

[1]
3GPP TS 33.501 v 0.3.0
[2]
S3-172264 Discussion on security of interworking

3
Rationale

This contribution adds content in Section 9 on the handover procedures during interworking from EPC to 5GC, and the procedure is shown in the following figure.
It is proposed to approve this pCR to TS 33.501 [1], and the reason behind the ideas can be found in S3-172264 [2].
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4
Detailed proposal

***
BEGIN CHANGES
***

9           Security of Interworking

Editor's Note: This clause covers security of Interworking with LTE systems

9.2
Handover

9.2.X
From E-UTRAN to 5G-RAN
NAS and AS security shall always be activated before handover from E-UTRAN to 5G-RAN can take place.
The source MME shall map the EPS security context to 5G security context including a new key derived from the KASME with freshness as input parameter and send to the target AMF via N26.
Upon the receipt of the new key, the target AMF shall use the new key as KAMF and further derive other key, e.g. the KgNB for the target gNB. 
If the SEAF decides to establish a full set of key hierarchy, an authentication is required after handover procedure.
***
END OF CHANGES
***
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