
3GPP TSG SA WG3 (Security) Meeting #88Bis
S3-172264
9 – 13 October, 2017, Singapore, Singapore
revision of S3-17xabc
Source:
Huawei; Hisilicon
Title:
Discussion on security of interworking
Document for:
Discussion
Agenda Item:
4.2.10
1
Decision/action requested

It is proposed to endorse the content of this document.
2
Reference
[1]
S2-175311
3
Rationale

For security of interworking, a number of decisions should be taken.
4
Detailed proposal
For the idle mode mobility from E-UTRAN to UTRAN, the MME verifies the NAS-token stored in the 16 least significant bits of P-TMSI signature IE. The P-TMSI signature is assigned by the SGSN if the UE was previously connected to UTRAN, and for a UE that connects to E-UTRAN, the P-TMSI signature IE is used to store the NAS-token if interworking happens. If we want to keep the paradigm as E-UTRAN to UTRAN during E-UTRAN to 5G-RAN, a 5G-NAS-token shall be calculated using KAMF/KSEAF by the UE and stored in a P-TMSI signature like IE. This makes MME think it is a 4G to 3G interworking. After the AMF receives the CK’||IK’, it shall further derive KAMF.
Observation 1: The MME can be made to think the UE is moving from 4G to 3G when the UE is moving from 4G to 5G.
For the idle mode mobility from UTRAN to E-UTRAN, the MME shall include the P-TMSI signature in context request message to the SGSN. The SGSN transfers the CK||IK to the MME after successfully verifying the P-TMSI signature. To ensure the freshness of KASME generated using CK||IK, the UE and the MME shall each generate a nonce respectively. If we want to keep the paradigm as UTRAN to E-UTRAN during 5G-RAN to E-UTRAN, the AMF shall derive CK||IK using KAMF to make the MME believe UE is moving from 3G.
Observation 2: The AMF can mimic an interworking from 3G to 4G by deriving CK||IK to the MME using KAMF.

The above methods are complex, since both the UE and the AMF/MME have to derive new keys twice (CK’||IK’ and KAMF during 4G to 5G interworking, and CK||IK and KASME during5G to 4G interworking), but they are assuming that the MME shall be kept unchanged to support mobility. However, it is referred by the apporved contribution from SA2 [1] that the MME will be impacted inevitably to support interworking between 4G and 5G, e.g. understand the UE 5G capability, select the AMF and so on.
Observation 3: Keeping the lagecy paradigm increases the complexity since both the UE and the AMF/MME have to derive new keys twice.

Observation 4: SA2 has confirmed that the impact on MME is inevitable.
Therefore, instead of using lagecy paradigm of interwoking, it is simpler and easier to let the AMF verify the TAU request message directly during 5G to 4G interworking, and simpler and easier to make the MME verify the registration request message directly during 4G to 5G interworking. Simultaneously, the AMF can derive a new key that directly uses by the MME as KASME, and the MME can also derive a new key that directly uses by the AMF as KAMF.
Proposal 1: The AMF directly verifies the TAU request forwarded by the MME using 5G security context when the UE is moving from 5G to 4G.
Proposal 2: The MME directly verifies the registration request message forwarded by the AMF using 4G security context when the UE is moving from 4G to 5G.
Based on Proposal 1, which key should be used to derive a new key during 5G to 4G interworking need to be determined. Given that there is an interface N26 between the MME and the AMF, both KAMF and KSEAF can be used since the AMF and the SEAF is collocated in phase 1. If KSEAF is used to derive KASME, the AMF will also know KASME, since KASME is transfered to the MME by the AMF. Conversely, the AMF will also know KSEAF derived by the MME when transfers it to the SEAF during 4G to 5G interworking. Since the MME and the SEAF are both the security anchor, the anchor key shall not be sent to the third entity, namely AMF, even in the case of when AMF and SEAF are collocated in that they should be logically separated. Therefore, KAMF should be used to derive the KASME, and vice versa. If the SEAF wants to establish a full key set, re-authentication can be used after UE successfully moves to the new system.
Obersvation 5: Anchor key KSEAF derived from KASME by the MME shall not be sent to the AMF.
Proposal 3: KAMF is used to derive KASME during 5G to 4G, and KASME is used to derive KAMF during 4G to 5G.
For handover between different systems, the above conclusion also applies.
5
Conclusion
The following observations have been made:

Observation 1: The MME can be made to think the UE is moving from 4G to 3G when the UE is moving from 4G to 5G.
Observation 2: The AMF can mimic an interworking from 3G to 4G by deriving CK||IK to the MME using KAMF.
Observation 3: Keeping the lagecy paradigm increases the complexity since both the UE and the AMF/MME have to derive a new key twice.
Observation 4: SA2 has confirmed that the impact on MME is inevitable.
Observation 5: Anchor key KSEAF derived from KASME by the MME shall not be sent to the AMF.
The folowing proposals are identified:
Proposal 1: The AMF directly verifies the TAU request forwarded by the MME using 5G security context when the UE is moving from 5G to 4G.
Proposal 2: The MME directly verifies the registration request message forwarded by the AMF using 4G security context when the UE is moving from 4G to 5G.
Proposal 3: KAMF is used to derive KASME during 5G to 4G, and KASME is used to derive KAMF during 4G to 5G.
6
Detailed proposal

SA3 is kindly requested to take into account the proposals in clause 4 when drafting TS. 

