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1
Decision/action requested

This document proposes to add protection aspects of the connection between NFs for Service Based Architecture in TS 33.501.
2
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3
Rationale

As it shows in TS 23.501 clause 4.2.1, network functions within the 5GC Control Plane shall only use service-based interfaces for their interactions [1]. The control plane network functions in the 5GC shall only use service based interfaces for their interactions. When the NFs establish a connection after authentication and authorization, it’s needed to introduce protection mechanisms to ensure the security of transmission between NFs, including confidentiality, integrity of the carried signalings between NFs. The signalings between NFs need to be protected from being intercepted by the attacker, including the cases when NF is in the same PLMN and different PLMNs. Therefore, 5GC Control Plane shall support protection of the connection between NFs. The corresponding contents shall be introduced in TS 33.501.
4
Detailed proposal

***********************Start of the first change************************

7. X.3
Protection of the connection between NFs
Editor’s Note: This content addresses the protection mechanisms to ensure the security of transmission between NFs.
When the NFs establish a connection after authentication and authorization, it’s needed to introduce protection mechanisms to ensure the security of transmission between NFs, including confidentiality, integrity of the carried signalling between NFs. The signalling between NFs need to be protected from being intercepted by the attacker.

[image: image1]
Figure 7.X.3-1: protection of the connection between NFs
In the same PLMN, the transmission security mechanism between NFs can be used based on TLS / IPSec, which avoids complicated certificate management and ensures that the internal NEs of the PLMN are not spoof attacked.

When signaling is carried out between NFs in different PLMNs, it is necessary to set up a security gateway on each PLMN. IPSec/TLS is built between two security gateways, not directly between NFs in different PLMNs. The security gateway can provide confidential and integrity protection, and prevent attack between the two security gateways and spoof attack to the NF in the PLMN. Due to network topology hiding or network configuration, the security gateway shall support http proxy function.  The IP address or the FQDN of proxy function(s) instead of the target NF instance(s) are provided to the requester NF. The proxy function is transparent to the requester NF. The proxy function may further discover the target NF instance via local NRF. 
***********************End of the first change*************************
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