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1
Decision/action requested

This document proposes to add security procedures of authorization of NF service access for Service Based Architecture in TS 33.501.
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Rationale

TS 23.501[1] stated that “network functions within the 5GC Control Plane shall only use service-based interfaces for their interactions”.  The LS [2] response on service based architecture from SA2 to SA3 mentioned that “SA2 would like SA3 to kindly refer clause 7.1.4 of TS 23.501 on the Network Function Service Authorization”. Clause 7.1.4 of TS 23.501 [1] requires that 
“The Service authorization may entail two steps:

-
Check whether the NF Service Consumer is permitted to discover the requested NF Service Producer instance during the NF service discovery procedure.

-
Check whether the NF Service Consumer is permitted to access the requested NF Service Producer for consuming the NF service. ”
This contribution intends to address the second step, i.e. authorization of NF service access. 
Services may be abused if there is no authorization for service invocation, which leads to data breach and network malfunction. For example, service Nudm_SubscriberDataManagement_Get provided by UDM should only be accessed by authorized NFs, such as specific AMF and SMF, to get the subscriber data of an UE. Otherwise, any NF such as AF may access this service, which leads to subscriber privacy leakage. To prevent service abuse, service authorization is very essential. 
As described in clause 6.2.6, NRF maintains authorization information of NF instances. Therefore, it is reasonable to authorize service access by NRF. Since service access in 5GS is very frequent, authorization should not introduce much overhead. To fulfill the requirement, this contribution proposes a token based authorization procedure in which token can be reused to avoid requesting authorization for every service access. 
4
Detailed proposal

***********************Start of the first change************************
7. X.2.2
Authorization of NF service access

Editor’s Note: This content addresses the authorization of NF service access.
7. X.2.2.1 Service authorization procedure
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Figure 7.X.2.2.1-1: Service authorization procedure
1. NF service consumer to NRF: Service Authorization Request (NF type and NF instance ID of service consumer, NF type and NF instance ID of service producer, NF service name).
2. NRF to NF Service Consumer: Authorization Result (Token).

NRF checks whether the access can be permitted according to the maintained authorization information. If the service can be authorized, NRF sends the result along with a token that proves this authorization.  The token should include the NF type and NF instance ID of NF service consumer, the NF type and NF instance ID of NF service producer, the NF service name that can be accessed, and a credential such as MAC (Message Authentication Code) or digital signature. If the token can be reused within a period of time, the expiration date should also be included. 
3. NF service consumer to NF service producer: NF Service Request (NF type and NF instance ID of service consumer, NF service name, Token).
4. NF service producer to NRF: Token Verification Request (Token).

NF service producer can verify the token by itself. It may also send the token to NRF to verify if it does not have enough information, such as the key material. 

5. NRF to NF service producer: Token Verification Response. 

NRF informs NF service producer the verification result. Token Verification Request and Response could introduce much overhead, thus it is recommended to verify the token by NF service producer itself. 

6. NF service producer to NF service consumer: NF Service Response.

If token is verified successfully and the NF service Request is consistent with the information in the token, NF service producer executes the requested service and response to NF service consumer. 

Editor’s Note: Parameters of the messages and parameters in the token are FFS. 

Editor’s Note: How to compute and verify the credential included in the token is FFS. 

Editor’s Note: The authorization in roaming scenario is FFS.
7. X.2.2.2 Service authorization together with service discovery
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Figure 7.X.2.2.2-1: Service authorization together with service discovery
1. NF service consumer to NRF: Nnrf_NF Discovery Request (Expected NF Service Name, NF Type of the NF service producer, NF type of the NF service consumer). 
2. NRF to NF Service Consumer: Nnrf_NF Discovery Response (Token).

The NRF validates the Nnrf_NF Discovery Request message, if valid and the requested service can be authorized, the NRF issues a token which is a credential representing the NRF’s authorization, and send the token to the NF service consumer via Nnrf_NF Discovery Response message. In this scenario, Step 4 and Step 5 will be skipped. Optionally, the NRF can issue a token which just include the information of the NF service producer. The NRF stores the authorization information of the NF service consumer and the correspondence between the token and the authorization information.

3. NF service consumer to NF service producer: NF Service Request (NF type and NF instance ID of service consumer, NF service name, Token).

4. NF service producer to NRF: Token Verification Request (Token).

If the token include the authorization information, the NF service producer validates the token, and Step 5 will be skipped. Otherwise, the NF service producer forwards the token to the NRF for verification.
5. NRF to NF service producer: Token Verification Response. 

The NRF verifies the token, and if valid, returns a verification result to the NF service producer.

6. NF service producer to NF service consumer: NF Service Response.

If token is verified successfully and the NF service Request is consistent with the information in the token, NF service producer executes the requested service and response to NF service consumer.
Editor’s Note: Parameters of the messages and parameters in the token are FFS. 

Editor’s Note: How to compute and verify the credential included in the token is FFS.
Editor’s Note: The authorization in roaming scenario is FFS.
***********************End of the first change*************************
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