3GPP TSG SA WG3 (Security) Meeting #88-Bis (Adhoc on 5G)
S3-172236
09 - 13 October, 2017, Singapore
revision of S3-17xabc
Source:
Samsung
Title:
Discussion on user plane protection
Document for:
Discussion
Agenda Item:
4.2.4
1
Decision/action requested

It is proposed to discuss and decide on a solution proposals on selective protection of UP traffic.
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3
Rationale

This contribution discusses on solution alternatives for selective protection of User Plane traffic. User plane security termination point and granularity were discussed under key issues #1.15 and #1.16 respectively in 3GPP TR 33.899[2]. 
Following interim agreements were taken in 3GPP TR 33.899[2] with respect to these issues

Observation 1: It is agreed to have UP protection per radio bearer basis and security terminating at RAN and PDCP layer. 
This proposal builds upon discussion papers reviewed by SA3 at SA3#88 related to User Plan protection. To support per radio bearer based security as above agreements, there needs to be a mechanism to enable/disable protection on DRBs and assigning the application traffic to a particular DRB appropriately. Also a mechanism is required to enable a flow with security and to disable security for another flow, where both have the same QoS. 
Observation 2: A mechanism is required to enable/disable security of the UP traffic, which are having same QoS and may belong to same APN type (PDU session). 

4
Detailed proposal

Following are 3 potential alternatives for enabling/disabling the User Plane protection on Radio Bearer-specific basis.
Alternative 1: 

If a DRB is assigned for two applications with different security requirements (but with same 5QI value), then by applying per packet protection indication in the PDCP header will distinguish the security treatment applied. If a bit (say, Security Bit) is allocated in the PDCP header for indication, for example, Security Bit set to “1” indicates the packet is protected and Security Bit set to “0” indicates un-protected PDCP packet, then the UE and the gNB process the packet appropriately.
Alternative 2:
For each of Resource type, two 5QIs value are assigned, one for protected and another for un-protected. DRB with 5QI#x’ will have same QoS parameters as 5QI#x, but with security enabled for the DRB. Multiple applications data that have same QoS requirements but different Security handling will go via different DRBs with different 5QI values(5QI#x and 5QI#x’), but on the same PDU session. The network assigns the 5QI value considering whether the particular UP traffic to be protected or not, between the UE and the gNB. 
	5QI
	Resource Type
	Priority
	Packet Delay Budget
	Packet Error Loss Rate
	Security Protection
	Example Services

	7
	non-GBR
	7
	100ms
	10−3
	Enabled
	Voice, Video (Live Streaming), Interactive Gaming

	77
	non-GBR
	7
	100ms
	10−3
	Disabled
	Voice, Video (Live Streaming), Interactive Gaming


Alternative 3:

Data Network Names (DNNs) are defined with security policies. Applications are assigned to appropriate DNN considering its security requirements. For example, Internet-Sec (DNN Type: default, security enabled) and Internet-noSec (DNN Type: default, security disabled). Whenever a PDU session is established, based on DNN the network enables or disables the UP protection appropriately. 
5
Evaluation

    Alternative 1 is more complex for implementation compare to Alternative 2 and 3, as some application specific information is needed in the PDCP layer to decide whether to apply protection or not. In case of Alternative 2, network assigns particular 5QI considering whether security needs to be enabled or not, so that PDCP use the appropriate bearer with the 5QI value. Alternative 3 is very flexible for the applications to decide on the security policy and network control is limited. So it is preferred to decide on Alternative 2 for selective protection.
Observation 3: Alternative 2 (using different 5QI values) is less complex comparatively, as network provides the information (assigns appropriate 5QI value) for the PDCP to handle the UP protection.
6
Conclusion

SA3 is request to discuss the alternatives proposed and decide on an alternative for selective protection mechanism. Based on the agreed alternative, pCRs will be submitted for the next meeting. 

Further SA3 is requested to liaison with the SA2, if alternative 2 is decided, to provide feedback and do the necessary amendments to its specification to specify the alternative 2.
Q) Location of UP security termination point


This question addresses where the UP security should be terminated, i.e. whether it should be in the RAN, in the CN, on the border between the two or anywhere else.


Interim Agreement) UP security termination point is in the RAN and located in the PDCP layer, as described in solution 1.22. Whether additional measures are needed in phase 1 depends on the possibility of having a gNB split such that the PDCP layer resides in an operator’s data centre in a physically secure location. The agreement should not preclude introducing a UP security termination point in the 5G core in phase 2.








Q) Granularity of the UP protection


This question addresses the level of granularity on which the UP protection should be provided, i.e. whether on Network Slice, PDU Session, Flow, or even Radio Bearer-specific basis. 


Interim Agreement) System shall support UP protection between UE and the RAN on Radio Bearer-specific basis.











