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1	Decision/action requested
This contribution adds questions and interim agreements for Issues #1.5
2	References
[1] 3GPP TR 23.502v0.3.0 (2017-4) Procedures for the 5G System; Stage 2
3	Rationale
Many new procedures in control plane have been already illustrated in TS 23.502[1], e.g. registration procedure, service request procedure, PDU session establishment, etc. However, sometimes UE has no security context to calculate a MAC for the uplink NAS message to ensure integrity, e.g. registration request message when UE needs to perform initial registration to the 5G system. So the message is easy to be tampered with, forged and replayed, which may lead a bidding-down attack or DoS attack to UE (more detail see clause 5.1.4.13.1).
So, integrity protection for uplink NAS signalling messages before NAS security activation shall be supported in phase I.
4	Detailed proposal
It is proposed to approve below pCR. Since all texts are new, revision mark is not used.
**********************Begin of changes********************************
E.1.5.X	Shall modification of uplink NAS messages sent before security activation be detectable in phase I?
E.1.5.X.1 Description of Question
Before security activation, there is no NAS security context to protect the NAS signalling messages. However, if these messages are tampered with, forged or replayed, it may lead a bidding-down attack or DoS attack to UE. Thus, shall modification of uplink NAS messages sent before security activation be detectable in phase I?
E.1.5.X.2 Interim Agreement
Yes. 
**********************End of changes********************************

