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Discussion
This paper proposes key hierarchy for key issue 1.7 “Key hierarchy”, key issue 3.5 “Unnecessary dependence of keys between security layers”, and  key issue 3.6 “Top-level key for access-network-specific keys”.
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5.1.4.X
Solution #1.X: Key hierarchy for 5G
5.1.4.X.1
Introduction  

This solution addresses the key issue 1.7 “Key hierarchy”, key issue 3.5 “Unnecessary dependence of keys between security layers”, and  key issue 3.6 “Top-level key for access-network-specific keys”. This solution proposes a key hierarchy for NextGen network when user plan security function in AN and/or CN.

5.1.4.X.2
Solution details

5.1.4.X.2.1
Key hierarcy
A key hierarchy for the NextGen system when using UP security function in gNB is shown in Figure 5.1.4.X.2.1-1. In general, the key hierarchy is similar to that of SAE/LTE with the differences like  (1) U-plane keys are per session (2) U-plane keys are hold in UP security function that collocated with gNB.

In this solution, SEAF is not a standalone functional entity, which is collocated with an AMF, but an AMF may not be collocated with a SEAF (e.g. the AMF may be in a insecure place), so they are logically independent functional entity, i.e. AMF can be change during UE mobility while SEAF will not be changed until next UE authentication procedure is performed.

The description of each key in the key hierarchy is as follows.

	K
	The subscriber credential for network or slices that is held in the UE and UDM.

	KAUSF
	Authentication server key derived from K, which is similar with CK || IK in LTE.

	KSEAF
	Security anchor key derived from KAUSF for authentication and derivation of subsequent keys.

	KAMF
	Access management key derived from KSEAF for UE mobility.

	KNAS_ENC
	Control plane key for confidentiality protection of NAS messages.

	KNAS_INT
	Control plane key for integrity protection of NAS messages.

	KgNB/NH
	Key provided to the gNB (similar to KeNB/NH in LTE) to derive CP and UP keys.

	KRRC_ENC
	Control plane key for confidentiality protection of RRC messages.

	KRRC_INT
	Control plane key for integrity protection of RRC messages.

	KUP-AN-SESSION-ENC
	Key for UP security function in gNB provided for data confidentiality protection, which is per session.

	KUP-AN-SESSION-INT
	Key for UP security function in gNB provided for data integrity protection, which is per session.

	
	


Editor’s Note: Whether KAUSF is equal to CK||IK is FFS.

Figure 5.1.4.X.2.1-1 shows the key hierarchy when using UP security function in NextGen system.:
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Figure 5.1.4.X.2.1-1 Key hierarchy when using UP security function
The KSEAF is kept in the SEAF and will not be sent out. As the SEAF is collocated with an AMF, the initial KAMF is the KSEAF. The NAS keys are derived from KAMF. If the AMF changed, e.g. during idle mobility or N2 handover, derived key KAMF* is delivered to the new AMF so that the new AMF can not know the NAS keys used between the UE and the old AMF, and new NAS keys are derived from the KAMF*. The KgNB is derived from the initial KAMF, so that KgNB can be independent to NAS keys.

Editor’s Note: Whether KgNB derived from the initial KAMF is FFS.

Editor’s Note: KAUSF (or CK||IK) is handled by ARPF or AUSF is FFS.

Figure 5.1.4.X.2.1-2 shows the model for the CN key chaining of NextGen system:
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Figure 5.1.4.X.2.1-2 Model for the CN key chaining of NextGen system
5.1.4.X.2.2
Attach procedure without AMF changed
Following figure 5.1.4.X.2.2-1 shows the attach procedure without AMF changed:
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Figure 5.1.4.X.2.2-1 Attach procedure without AMF changed
Step 1: The NG-UE sends Attach Request message to the gNB. The gNB selects a Serving AMF, which is collocated with a SEAF (Serving AMF/SEAF).

Step 2: The SEAF performs UE authentication procedure and gets KSEAF. The NG-UE generates and stores KSEAF in the security context after authentication procedure.

Step 3: The SEAF derives KgNB from KSEAF and sets the KAMF as KSEAF. The SEAF sends KAMF to the collocated Serving AMF. The Serving AMF derives NAS keys from the KAMF, and stores the KAMF and the NAS keys in the NG-UE security context. The SEAF may derive initial NH (NCC=1) from KgNB and sends the {NH,NCC} pair to the collocated Serving AMF for KgNB vertical derivation.

Step 4: The Serving AMF sends NAS Security Mode Command (CP algorithms) message to the NG-UE to performs NAS SMC procedure.

Step 5: The NG-UE sets KAMF as KSEAF, and derives NAS keys from the KAMF.

Step 6: The NG-UE sends NAS Security Mode Complete message to the Serving AMF.

Step 7: The Serving AMF sends Initial UE Context Setup (KgNB, {NH,NCC}, NAS PDU[Attach Accept]) message to the gNB.

Step 8: The gNB performs AS SMC procedure with the NG-UE.

Step 9: The gNB forwards the Attach Accept message to the NG-UE.

5.1.4.X.2.3
Attach procedure with AMF changed
Following figure 5.1.4.X.2.3-1 shows the attach procedure with AMF changed:
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Figure 5.1.4.X.2.3-1 Attach procedure with AMF changed
Step 1: The NG-UE sends Attach Request message to the gNB. The gNB selects a Serving AMF, which may be close to the gNB. The Serving AMF is not proper to authenticate the UE (e.g. home authentication is needed), or is not collocated with a SEAF (e.g. in a insecure place).

Step 2: The Serving AMF sends Forwarding Attach Request message to an AMF collocated with a SEAF (AMF/SEAF).

Step 3: The SEAF performs UE authentication procedure and gets KSEAF. The NG-UE generates and stores KSEAF in the security context after authentication procedure.

Step 4: If the AMF/SEAF determines not to become the Serving AMF, the SEAF sets the initial KAMF as KSEAF, and derives KAMF* from the initial KAMF. The SEAF derives KgNB from the KSEAF, and derives initial NH (NCC=1) from KgNB for KgNB vertical derivation.

Step 5: The SEAF sends Forward Attach Accept (NG-UE AM Context) message to the Serving AMF. The NG-UE AM Context includes KAMF*, {NH,NCC} pair, and KgNB.

Note:
If the AMF/SEAF is not suitable to handle the slices, it will sends Forward Attach Request message again with the KAMF* to a proper AMF, and that proper AMF will be the Serving AMF.
Step 6: The Serving AMF sets KAMF as KAMF*, and derives NAS keys from the KAMF. The Serving AMF stores the KAMF and the NAS keys in the NG-UE security context.

Step 7: The Serving AMF sends NAS Security Mode Command (AMF change indication, CP algorithms) message to the NG-UE to performs NAS SMC procedure.

Step 8: The NG-UE sets KAMF as KSEAF, and then derives KAMF* from KAMF due to receiving of AMF change indication. The NG-UE sets KAMF as KAMF* and derives NAS keys from the KAMF.

Step 9: The NG-UE sends NAS Security Mode Complete message to the Serving AMF.

Step 10: The Serving AMF sends Attach Accept message to the NG-UE.

5.1.4.X.2.4
N2 handover procedure without AMF changed
Following figure 5.1.4.X.2.4-1 shows the N2 handover procedure without AMF changed:
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Figure 5.1.4.X.2.4-1 N2 handover procedure without AMF changed
Step 1: The source gNB sends Handover Required message to the AMF.

Step 2: The AMF increases NCC by one and derives new NH from the stored NH. The AMF sends Handover Request ({NH,NCC}) message to the target gNB.

Step 3: The target gNB derives KgNB from the NH and sends Handover Request ACK (NCC) message to the AMF.

Step 4-5: The AMF sends Handover Command (NCC) message to the NG-UE.

Step 6: The NG-UE derives KgNB* from KgNB or NH according to the received NCC.

Step 7: The NG-UE sends Handover Confirm message to the target gNB.

Step 8: The target gNB sends Handover Notify message to the target AMF.
5.1.4.X.2.5
N2 handover procedure with AMF changed
Following figure 5.1.4.X.2.5-1 shows the N2 handover procedure with AMF changed:
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Figure 5.1.4.X.2.5-1 N2 handover procedure with AMF changed
Step 1: The source gNB sends Handover Required message to the source AMF.

Step 2: The source AMF increases NCC by one and derives new NH from the stored NH. The source AMF derives KAMF* from the KAMF in the NG-UE security context.

Step 3: The source AMF sends Forward Relocation Request (NG-UE AM Context) message to the target AMF. The UE AM Context includes KAMF* and {NH,NCC} pair.

Step 4: The target AMF stores the KAMF* as KAMF, and derives new NAS keys (i.e. KNAS-ENC and KNAS-INT) from the KAMF.

Step 5: The target AMF sends Handover Request ({NH,NCC}) message to the target gNB.

Step 6: The target gNB derives KgNB from the NH and sends Handover Request ACK (NCC) message to the target AMF.

Step 7: The target AMF sends Forward Relocation Response (NCC) message to the source AMF.

Step 8-9: The source AMF sends Handover Command (NCC, AMF change indication) message to the NG-UE.

Step 10: Due to the AMF change indication is received, the NG-UE derives KAMF* from the KAMF in the security context and stores the KAMF* as the KAMF, as well as the NG-UE derives new NAS keys from the KAMF. The NG-UE derives KgNB* from KgNB or NH according to the received NCC.

Step 11: The NG-UE sends Handover Confirm message to the target gNB.

Step 12: The target gNB sends Handover Notify message to the target AMF.
Note:
In this procedure, the AMF changed but the SEAF does not changed.

5.1.4.X.3 
Evaluation

The solution has the following properties:

-
It is possible to make the UE derives keys as less as possible.

-
Similar with LTE, makes the interworking easier.

-
AN keys and NAS keys are independent, top-level key of them is KSEAF, which can only be changed during UE authentication procedure.

-
Target AMF can not know the keys used between the source AMF and the UE.

-
Target SMF can not know the keys used between the source SMF and the UE.

-
The AMF may not be collocated with a SEAF, which can be deployed in a insecure place.

**************************************************** End of change ************************************************
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