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1
Decision/action requested

Resubmission of S3-170782
It is proposed to approve the changes in clause 4 for inclusion in TR 33.899.
2
References

[1]
S3-171281, Discussion on network slice isolation
3
Rationale

The motivation for this proposal is presented in a companion contribution [1]. In our group, there are several diverging views on how slicing is supported and the implication of slice isolation on the security architecture and the key hierarchy. The need for slice-specific keys has been raised during related discussions. The conclusion from [1] is recalled here for clarity together with the supporting figure below illustrating wich interfaces the proposed questions address.
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· All the core network functions within all the Network Slices deployed by an operator belong to possibly different security domains controlled and managed by the same operator.

· Access to slice management interfaces is under the control of the operator and trust would be assumed between the operator and the 3rd party, should the operator choose to open an API for management to its business partners. Securing such an API would be a task orthogonal to securing communication between UE and a slice entity in the network. 

· There is no need for CP slice-specific keys. For the NAS protocol the decision of one single AMF shared among slices and of AMF being the termination of NAS security rule out any need for such additional keys. For the RRC protocol the decision of one signalling connection per UE also precludes any need for slice-specific keys.

· There is no need for UP slice-specific keys. 

· For RAN terminated UP security, the management of such keys would be shared by the same UE on one side and the same RAN node on the other side. Furthermore, when considering the backhaul link in LTE, security isolation between packets streams already is a (implicit) requirement in because it would certainly not be acceptable that packets from one UE could be used to mount an attack on other packets. On the other hand, all packets are carried over the backhaul link through one IPsec tunnel using one security association.

· For CN terminated, assuming that the UP security is terminated in slice-specific security gateways, a compromise of one of the gateways would not affect the other slices. But this would be also true when there was no cryptographic protection extending to the CN. And it should be remembered, the data is available in the clear in the security gateways. Slice-specific keys used between UE and UPF could only protect agaisn the compromise of nodes. However, this use case is questionable and is not specific to slices: if such re-routing was of concern it could happen in the same way in a (virtualised) LTE network as well and should be addressed also there. From a trust point of view, since the slices are in the control of one operator anyway as, there should not be any trust based reasons to have slice-specific keys.
4
Detailed proposal

***
BEGIN CHANGES
***

Note to rapporteur: All this text is new
E.8 
Questions and Interim Agreements for security area #8

E.8.0
Questions and Interim Agreements for Network Slice security isolation

E.8.1.0 Questions in other clauses affecting this key issue

The questions on key issue #1.15 on the termination of the User Plane security affect this clause.
E.8.1.1 Support for Network Slice-specific keys

E.8.1.1.1 Description of Question

The question addresses whether there is a need for Network Slice-specific security keys for the protection of the Control Plane and User Plane between the UE and the Network.

1. Shall the 5G system support slice-specific NAS protection keys?

2. Shall the 5G system support slice-specific RRC protection keys?
3. Shall the 5G system support slice-specific keys for UP protection between the UE and the RAN (PDCP)?
E.8.1.1.2 Agreement

1. TBD
2. TBD
3. TBD








***
END OF CHANGES
***
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