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1
Decision/action requested

It is requested to add evaluaitons to two new privacy solutions.
Resubmission of S3-170746
2
References

[1]
S3-170452 (revision of S3-170194), Solution - using pools of IMSIs, SA3#86
[2]
S3-170453 (revision of S3-170195), Solution - Encrypted pseudonym in RAND, SA3#86
[3]
S2-170950, Support for Extended Identity Ranges in 5G, SA2#119
3
Rationale

Two new solutions [1] and [2] that were postponed in SA3#86 need evaluations.
4
Detailed proposal
 
Evaluations of two new privacy solutions are proposed below.
***
BEGIN CHANGES
***

5.7.4.z.3
Evaluation

The general concept of the solution is to use multiple IMSIs. There are two options presented in the solution. First option, called Option A, is about using static pre-provisioned set of IMSIs. Either the UE or the HSS, now and then, decide to change the IMSI from this set. Second option, called Option B, is about using modifiable IMSI. The HSS sends a new MSIN (encrypted using derived key from K and embedded in the RAND). In both options, IMSI change is triggered in AKA.
The advantage of the solution is that, in principle, it could be back ported to the LTE systems without requiring changes to protocols or intermediate network nodes (i.e., backward compatible). Unfortunately though, doing so does not seem to meet the LI requiremens, which means that the protocols or intermediate networks nodes would need to be changed anyway to retrofit the messages needed for LI compliance. Therefore, even though the solution may seem to be backwards compatible, LI requirements make clear that the solution cannot be carried over without changes to (intermediate) network nodes and protocols of older generation networks. 

The Option A of the solution is particularly unattractive because it does not seem to really solve the problem. An active attacker can always send multiple numbers of identity requests to the UE and learn all the pre-configured IMSIs. Further, poorly implemented/configured UE or HSS can end up never changing the IMSI, whch clearly defeats the whole purpose. Furthermore, option A is limited by the predefined set of IMSIs. Privacy can be achieved depending on the number of IMSIs stored in the USIM. However, if choosen big enough, it gives a valid option to also allow the USIM to choose frequently, when to change the IMSI. 

A limitation could be the number of IMSIs that can be predefined within a USIM, but this is up to configuration. An attacker could try to exhaust the predefined IMSI set, in which case correlation between 2 IMSIs becomes possible if e.g. other parameters like location are observed. However, the MSIN part of the IMSI is encoded as 36- or 40-bit value using binary coded decimal. This means an operator could serve at least 2^36 subscribers. If each of them would have a pre-defined set of x defined in the USIM, still 2^36/x subscribers can be served. E.g. x=100 IMSIs per subscriber would result in approx.  680.000.000 subscribers. 
For option B the challenge lies in the handling of IMSIs within the HSS, since a mismatch between USIM-stored IMSI in use and HSS-stored IMSI in use would result in synchronisation problems. However, the author claims, this out of synch cannot happen because the same concealed MSIN is sent as long as it has not been used by the UE. The RAND differs even though the same MSIN part is concealed again. 

Deny of service or forcing de-anonymization is a major concern. If a UE is not allowed to attach with its current IMSI and is requested for its long-term identity, in option B there is only one IMSI available that could be used in this case while keeping the UE anonymous. Furthermore, another disadvantage is that recovery of a lost IMSI depends on out-of-band methods, which include the subscriber having their UICC replaced or reprovisioned.
Next, the most inelegant aspect of the solution (applicable to both options) is that the existing IMSI space is reduced, which is a significant issue in particular since the current IMSI space will not even be sufficient for the future mobile networks. So if the IMSI space is further reduced for the use of multiple IMSIs per subscription, the problem gets worse. 

Finally, both the options have huge practical issues in the handling of available IMSIs and IMSI assignment to active users within HPLMN. In other words, the solution requires indistinctive number of identifiers for single user in a dynamic way, which would be very complex for node like HSS/UDM and thus not desired.

Therefore, this solution is not preferred.
***
NEXT CHANGES
***

5.7.4.y.3
Evaluation

The general concept of the solution is that the USIM is provisioned with a different K (say K') that is used for PMSI encryption/decryption. The HSS sends a new PMSI to the UE in authentication request, encrypted with the K' and embedded in the RAND.
The advantage and disadvantages of this solution are mostly the same as discussed for in evaluation clause of Solution #7.z
. Therefore, the similar arguments regarding the backward compatibility, IMSI space, and complexity on HSS/UDM apply to this solution as well. First, even though the solution may seem backwards compatible, LI requirements are such that protocols or intermediate networks nodes would need to be changed to retrofit the messages needed for LI compliance. For that reason, the solution cannot be carried over to earlier generation networks without major costs. Second, the PMSIs reduce the existing IMSI space by at least a factor of three (one IMSI, and two PMSIs per SIM) which is a significant issue. Third, the solution requires the HSS needs to keep multiple IMSI values for a single user and therefore has huge practical impact on the node like HSS/UDM and thus not desired. 
Yet another unattractive aspect of the solution is that the UE keeps on using same PMSI for some time, which clearly is the traceability/privacy problem. Further, the solution does not provide a recovery mechanism, e.g., when the UE stores the new PMSI incorrectly. 

Therefore, this solution is not preferred.
***
END OF CHANGES
***
�Changes are shown below with track-changes. Those changes were done during email-approval


�Evaluation of "Solution - using pools of IMSIs" [1]


It will have new Tdoc in SA3#86bis.


�Evaluation of "Solution - Encrypted pseudonym in RAND" [2]


It will have new Tdoc in SA3#86bis.


�Refreering to [1], i.e. solution discussed in first change.





