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Abstract of the contribution: This contribution proposes question and interim agreements for KI 1.3, namely on the need for packet count check procedure in the NR.
1. Introduction
In this document, we propose related question and interim agreement to address the threat of an attacker inserting significant quantities of rogue data into an established traffic channel. 

2. Analysis of question
This contribution addresses the need in 5G Phase-1 for packet count check procedure to mitigate the threat of an attacker inserting significant quantities of rogue data into an established traffic channel. A potential solution mentioned in the Solution#1.2, uses periodic local authentication and packet count check. Further in the clause 5.1.4.2.3 Evaluation, integrity protection of the user plane is mentioned as another method to mitigate the packet injection attack.
SA3 made the following interim agreement in the SA3#86-bis, Busan meeting that, “UP integrity is mandatory to support and optional to use by 5G UEs and 5G networks in 5G phase 1, with the exception of 5G UEs that can only access the EPC.”. Based on this agreement, the network can enable the UP integrity protection to periodically perform a local authentication. 
Following is the analysis on the architecture options 2, 3, 4, 4a, 5, 7 and 7a to check whether LTE Signalling procedure for periodic local authentication and NR UP integrity protection in combination can be used to periodically perform a local authentication.   
Architecture option #2: NR UP integrity protection to be used to perform a local authentication.
Architecture option #3: LTE Signalling procedure for periodic local authentication to be used to perform a local authentication.

Architecture option #4: NR UP integrity protection and LTE Signalling procedure for periodic local authentication to be used to perform a local authentication.

Architecture option #4: NR UP integrity protection to be used to perform a local authentication.

Architecture option #4a: NR UP integrity protection and LTE Signalling procedure for periodic local authentication to be used to perform a local authentication.

Architecture option #5: LTE Signalling procedure for periodic local authentication to be used to perform a local authentication.
Architecture option #7: LTE Signalling procedure for periodic local authentication to be used to perform a local authentication.
Architecture option #7a: NR UP integrity protection and LTE Signalling procedure for periodic local authentication to be used to perform a local authentication.
Based on the agreement on UP integrity protection and analysis on the architecture options 2, 3, 4, 4a, 5, 7 and 7a, packet injection attack is mitigated by the integrity protection of the user plane in the NR and there is no need for the counter check procedure to be supported in the NR. 
3. Proposal

**** Beginning of change **** 

E.1.3.x 
Support of packet count check procedure
E.1.3.x.1 
Description of Question

This question addresses whether to support packet count check procedure between the UE and the NR to mitigate packet injection attack.
E.1.3.x.2 
Interim Agreement

TBA
**** End of Change ****
