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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TR 33.899.
2
References

[1]
S3-171290, Overall presentation of contributions proposing questions and interim agreements for key issue #1.7 on key hierarchy
3
Rationale

Rationale presented in [1].
4
Detailed proposal

***
BEGIN CHANGES
***

Note to rapporteur: All this text is new
E.1.7.a
3GPP Access network key

E.1.7.a.1
Description of the question

1. This question addresses whether the key hierarchy will support an intermediary key (referred to as KgNB) derived from the upper level key (KAMF) to be used between the UE and the 5G NR for subsequent key derivations.

2. This question addresses also whether there is a need for a backward security mechanism (like in LTE) during handovers.
E.1.7.a.2
Interim agreement

1. Yes, the key hierarchy will support an intermediary AN key KgNB derived from the upper level key KAMF to be used between the UE and the 5G NR
2. It is agreed that the systems will provide backward security during handovers.

E.1.7.b
Air interface protection keys

E.1.7.b.1
Description of the question

This question addresses which keys the key hierarchy will support for the confidentiality and integrity protection of the signalling and user plane traffic on the air interface between the UE and the 5G NR.

E.1.7.b.2
Interim agreement

It is agreed that the key hierarchy will support the following.

· A key for integrity protection of the signalling traffic (referred to as KRRCint).

· A key for confidentiality protection of the signalling traffic (referred to as KRRCenc).
· A key for integrity protection of the user plane traffic (referred to as KUPint).
· A key for confidentiality protection of the user plane traffic (referred to as KUPenc).
In addition, it is agreed that all these keys are derived from the AN key KgNB.
***
END OF CHANGES
***
