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1
Decision/action requested

It is proposed to approve the changes in clause 4 for inclusion in TR 33.899.
2
References

[1]
S3-171290, Overall presentation of contributions proposing questions and interim agreements for key issue #1.7 on key hierarchy
[2]
S3-171274, Discussion on security for multiple NAS connections
3
Rationale

Rationale presented in [1] and [2].
4
Detailed proposal

***
BEGIN CHANGES
***

Note to rapporteur: All this text is new
E.1.7.z
NAS protection keys

E.1.7.z.1
Description of the question

1. This question addresses whether the key hierarchy will support a key for the confidentiality protection of the NAS traffic.

2. This question addresses whether the key hierarchy will support a key for the integrity protection of the NAS traffic.

E.1.7.z.2
Interim agreement

1. It is agreed that the key hieararchy will support a key for confidentiality protection of NAS traffic (referred to as KNASenc).
2. It is agreed that the key hieararchy will support a key for integrity protection of NAS traffic (referred to as KNASint).

In addition, it is agreed that KNASint and KNASenc keys are derived from the AMF key KAMF.

***
END OF CHANGES
***
