3GPP TSG SA WG3 (Security) Meeting #87
S3-171267
15-19 May 2017; Ljubljana (Slovenia)
Source: 

Intel

Title: 
pCR to 33.899: Updates to Key Issue #7.1

Document for:
Approval, 
Agenda Item:
8.3.7
1
Decision/action requested

It is requested to approve following changes to Key Issue
2
References

[1]       3GPP TR 33.899 "Study on security aspects of the Next Generation System".
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Rationale

For Rel-15, new feature of RRC inactive state in NR will be introduced. 
NG RAN can also initiate paging Request when the UE is in inactive state. Therefore, it is proposed to revise the potential security requirements for temporary subscription identifiers to make it specific for 5G-CN identifier in Rel-15. 
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Detailed proposal
***************Start of Changes****************

5.7.3.1.2
Security threats 

If the subscription identifiers are not appropriately protected, an inside or outside attack might lead to privacy incidents (and possibly privacy breaches) such as: 

-
unlawful exposure of subscription identifier; 

-
unauthorised detection of subscriber’s presence in certain location;  

-
unintentional tracking of subscriber’s movement; or

-
unauthorised knowledge of subscriber’s activity patterns, etc.

Such incidents might ultimately have more serious consequences such as: 

-
damage to the victim’s reputation;

-
compromise of the victim’s safety; 

-
damage to the operator’s reputation, or 

-
financial loss to both the victim and the operator. 

Therefore, potential threats are

-
The subscription identifier might be disclosed or made inferable to an unauthorized party.

-
The subscriber’s location might be linked to its identifier by an unauthorized party.

-
The subscriber’s communication or activity data might be linked to its identifier by an unauthorized party.

-
The subscription identifiers across different services might be correlated by an unauthorized party.

-
The subscription identifiers might be spoofed by an attacker.

5.7.3.1.3
Potential security requirements

-
5G-CN temporary subscription identifiers (e.g. S-TMSI) shall be refreshed regularly with a frequency that avoids their persistent use. 
-
Common parameters should be specified that can be used to define the required refresh period.


***************End of Changes****************
