3GPP TSG SA WG3 (Security) Meeting #87
S3-171515
15-19 May 2017 Ljubljana (Slovenia)       
revision of S3-171369
Source:
Telecom Italia, KPN
Title:
Adding test case for the requirement on unpredictable TEID  generated by the PGW.
Document for:
Approval

Agenda Item:
7.1.3
Work Item / Release:
SCAS_PGW / Rel-15
Abstract of the contribution:
This pCR proposes to add within 3GPP TS 33.250 the test case related to the requirement on the unpredictable TEID  generated by the PGW proposed in the companion pCR S3-171366.
1. Discussion
A new requirement on the unpredictable TEID generated by the PGW is proposed in the companion pCR S3-171366.
This pCR proposes to add within 3GPP TS 33.250 the related test case. 
2. Concrete proposal 

*** Beginning of Changes ***

4.2.3.5
Protecting sessions

4.2.3.5.x Unpredictable GTP TEID 
Test case: 

Test Name: UNPRED_GTP_TEID
Purpose:

To verify that the GTP TEID is unpredictable
Procedure and execution steps:

Pre-Conditions:

Test environment with P-GW and S-GW, PCRF. PCRF and S-GW may be real nodes or simulated. 

The tester is able to trace traffic between the P-GW and the S-GW (real or simulated).
Execution Steps

1. The tester intercepts the traffic between the P-GW and the S-GW.

2. The tester triggers 10 consecutives CreateSessionRequest e.g. for an Initial UE Attach towards the P-GW (using a real or a simulated S-GW) with GTP header TEID set to 0 and F-TEID set to different values.
3. The tester triggers one CreateSessionRequest, this request shall be for another UE and from another S-GW
4. The P-GW creates a UE/S-GW context and communicates with the PCRF (real or simulated) for QOS and APN resolve. That procedures shall be successful in order to permit to the P-GW to send back to the S-GW a CreateSessionResponse containing at least :

a. A Success cause.

b. The P-GW’s F-TEID for control plane 

c. The PDN Address Allocation (PAA). 

d. A Bearer Contexts Created. 

5. The tester tries to predict the F-TEID created for the final CreateSessionResponse from the initial 10 F-TEIDs.
Expected Results:

The tester cannot predict the F-TEID in the final CreateSessionResponse.

Expected format of evidence:

Files containing the triggered GTP messages (e.g. pcap trace) and, if the F-TEID is predictable, a detailed description of how the F-TEID can be predicted.
*** End of Changes ***
