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Decision/action requested

Approve the pCR below
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Rationale

This pCR draws on material from 33.899, solution 2.21.

The feature of increased home control is useful in preventing certain types of fraud, e.g. fraudulent Update Location request for subscribers that are not actually present in the visited network. But an authentication protocol by itself cannot provide protection against such fraud. The authentication result needs to be linked to subsequent procedures, e.g the location update procedure, in some way to achieve the desired protection.
The actions taken by a home network to link authentication confirmation (or the lack thereof) to subsequent procedures are subject to operator policy and are not standardized.

But some guidance is given in the present subclause as to what measures an operator could usefully take. Such guidance may help avoiding a proliferation of different solutions. It may also help operators not directly involved in 3GPP discussions (the vast majority) in understanding how they could use the new feature ‘increased home control’ to their benefit.
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*******************START OF PCR*******************************************
6.1.4
Linking increased home control to subsequent procedures

6.1.4.1
Introduction 
The authentication and key agreement protocols mandated to support in the present release all provide increased home control, compared to EPS AKA in 4G. This increased home control comes in the following forms in 5G: 

· In the case of EAP-AKA’, the AUSF in the home network obtains confirmation that the UE has been successfully authenticated when the EAP-Response/AKA'-Challenge received by the AUSF has been successfully verified, cf. clause 6.1.3.1. 

· In the case of EPS AKA*, the AUSF in the home network obtains confirmation that the UE has been successfully authenticated when the Authentication Confirmation message received by the AUSF has been successfully verified, cf. clause 6.1.3.2. 

The feature of increased home control is useful in preventing certain types of fraud, e.g. fraudulent Update Location request for subscribers that are not actually present in the visited network. But an authentication protocol by itself cannot provide protection against such fraud. The authentication result needs to be linked to subsequent procedures, e.g the location update procedure in some way to achieve the desired protection.
The actions taken by a home network to link authentication confirmation (or the lack thereof) to subsequent procedures are subject to operator policy and are not standardized.
*******************END OF PCR*******************************************
