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1
Decision/action requested

It is requested to discuss and approve the proposals.
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Rationale

3.1
Current status
In SA3#86bis, SA3 sent an Reply LS in S3-170951 on security in E-UTRAN-NR Dual Connectivity to CT1 and RAN2 where the action to CT1 and RAN2 was:

SA3 is kindly asking feedback on variant 2 of the solution and in particular whether the impact on MME and LTE eNB is acceptable should the UE indicate support of different and new security algorithms for NR gNB compared to LTE eNB in NAS layer to the MME.
In the LS response from RAN2 in S3-171023 (R2-1703961), RAN2 states that:

RAN2 preference is that the security capabilities are transferred in NAS (as for LTE today) regardless of whether only existing algorithms are used or if new algorithms are introduced for NR (and LTE).

In the LS response from RAN2, RAN2 preference is that the security capabilities are transferred in NAS (as for LTE today) regardless of whether only existing algorithms are used or if new algorithms are introduced for NR (and LTE). RAN2 does not want to use the UECapabilityEnquiry message (see 5.6.3 of TS 36.331) to enquire the NR capabilities from the UE as proposed in Variant 1 in Solution 2 in clause 5.4.5.2 in [1]. This RAN2 LS would rule out Variant 1 in solution 2 in clause 5.4.4.12 in [1].
In the LS response from CT1 in S3-171010 (C1-171941), CT1 states that:

CT1 agrees that there is NAS impact in variant 2 of the solution for algorithm selection as described in S3-170950 provided by SA3. For the NAS part of this solution variant, additional support indicators can be added in the UE network capability IE in Attach Request and Tracking Area Update Request messages.

CT1 however understands that MME will be impacted to evaluate the support indicators and inform the eNB via S1 as this is not done in an MME transparent way.

Based on the needed evaluation of added 5G algorithm support indicators by the MME, the majority of companies in CT1 has a preference for variant 1 of the solution which does not impact the MME.
In the LS response from CT1, the response indicates there is NAS impact in variant 2 of the solution 2 for algorithm selection and that such a solution is feasible but CT1 has a preference of a solution with no MME impact. 
3.2
Way forward

The solution left to consider now is Solution 1 in clause 5.4.4.12.
If we have no options to add new code values for UE supported security algorithms to be used with SgNB to the UE Network Capability IE to the MME in NAS layer, then we are left with options:

1. Re-using used LTE code values for EEA1/EEA2/EEA3 in UE Network Capability IE; or

2. Use unused LTE code values as for example EEA5/EEA6/EEA7 in UE Network Capability IE. 

Note that the MME already today copies these code points (EEA0->EEA7 and EIA0->EIA7) to S1-UE Security Capability IE sent on S1 without checking how any of these code points are coded. So no impact on S1 interface is foreseen with option 1 and option 2.
There is a third option to consider which has MME impact:

3. Update and add new code points to UE Network Capability IE for UE supported algorithms to be used with NR SgNB.  (New algorithms could more easily be added to SgNB only in Option 3 in the future.) The MME could then perform the mapping of these new code points to the S1-UE security capability IE already in Phase 1 as there are 16 code points for encryption algorithms and 16 code points for integrity algorithms in S1-UE security capability IE.

One thing that must be carefully considered before making any decision between these options, is the mapping of security algorithms that needs to be done in the SgNB when receiving the indication of UE supported security algorithms in UE Security Capability IE on Xx interface. The SgNB might need to do a mapping of the indicated security algorithms to the algorithm identities defined in [4], before it can choose an algorithm with highest priority, and the SgNB would also need to use the new NR algorithm identity yet to be defined in [4] as input for the key derivation. The impacts on potential IW-HO scenarios needs to be looked into as well. The same issue applies when SgNB indicates the selected algorithm to the UE. Its unclear whether RRC in MeNB or RRC in SgNB will be used. If we assume that LTE RRCConnectionReconfiguration from the MeNB is used then the indicated selected algorithm from the SgNB may need to be re-mapped before sent to the MeNB, and/or the UE may need to re-map the algorithm identity received in LTE RRCConnectionReconfiguration message to the algorithm identities defined in [4] before it can calculate the keys. If NR RRC in SgNB is used then the UE may need to do a different mapping if the algorithm coding is done differently in NR RRC compared LTE RRC. All re-mapping peformed in Option 3 could become very complex and when we start to work on the options when a NextGen Core is used, a different mapping may be needed in all the nodes.
3.3
Conclusion
SA3 agreed in last SA3 meeting that SgNB should support the LTE security algorithms in Phase 1 and no additional benefit was foreseen to introduce new algorithms in SgNB in Phase1. Because of the LS responses from CT1 and RAN2, the only solution left to consider now is Solution 1.
This pCR therefore proposes to change the conclusion clause 5.4.5.2 for Dual Connectivity architecture options 3/3a/3x (Non-Standalone NR with LTE anchor, EPC connected) and conclude that Solution 1 in Solution #4.12 described in clause 5.4.4.12.2 in [1] shall be supported in Phase 1.
This pCR also proposes Questions and interim agreements for key issue #4.3. 

There are different options in Variant 1 how the code points could be (re-)used in UE Network Capability IE in NAS layer and also in S1-UE Security Capability IE though as described above. This should be studied carefully before taking any decision on the options above. It is therefore proposed to use one more SA3 meeting before taking the final decision on one of the options. These issues are also addressed by editor notes as proposed in a companion contribution [2] providing comments to a living CR for TS 33.401 [3].
4
Detailed proposal

Changes are proposed below.
***
BEGIN CHANGES
***

5.4.4.12
Solution #4.12: Security Aspects of Option 3/3a/3x or EN-DC

5.4.4.12.1
Introduction  

This solution addresses Key Issue 4.3 for the Dual Connectivity (DC) architecture options 3/3a/3x (Non-Standalone NR with LTE anchor, EPC connected) or E-UTRA-NR Dual Connectivity (EN-DC)
5.4.4.12.2
Solution details

Options for Data Radio Bearers or DRB termination:

The protocol architecture for Option 3 (MCG split bearer) / 3a (SCG bearer) is shown in the below figure.

[image: image1.emf]LTE eNB

PDCP

RLC NR RLC RLC

MAC

PDCP

gNB

NR PDCP

NR RLC

NR MAC

S1 S1

MCG bearer Split bearer SCG bearer

Xx


Figure 5.4.4.12.2-1: Architecture for Option 3 and 3a
The protocol architecture for SCG split bearer in Option 3x (SCG split bearer) is shown in the below figure.
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Figure 5.4.4.12.2-2: Architecture for Option 3x
In option 3 (MCG split bearer), the PDCP for the split bearer terminates at the eNB and therefore the standard LTE PDCP encryption applies and no security impacts are foreseen for the NR/gNB (Secondary gNB). Therefore, it can be concluded that Option 3 does not have any security impact on NR/gNB.

In option 3a (SCG bearer), the PDCP for the SCG bearer terminates at the gNB. This means the PDCP encryption for these bearers terminates at the gNB. 

There are two possible solutions for supporting PDCP encryption.

NOTE: If the integrity protection over NR needs to be supported, then the below solutions can be easily extended to support integrity protection. However, the integrity protection can be provided only for bearers that terminate at the gNB.

Solution 1: NR supports the same security algorithms as LTE.

In this solution, the Dual Connectivity security procedures defined in Annex E of TS 33.401 can be reused as is with the gNB. This is because, LTE eNB (MeNB) can send the received UE EPS security capability to the gNB and the gNB can use it to select one of the supported encryption algorithm. 

The benefit of this solution is that there is no security impacts on the LTE eNB due to NR. The disadvantage is that gNB can only use the same algorithms as the LTE algorithms.
Solution 2: NR may support different security algorithms than LTE 
Variant 1:
In this solution, LTE eNB needs to be aware that it is working with NR/gNB and the Dual Connectivity security procedures defined in Annex E of TS 33.401 can be reused with relatively minor security enhancements to the eNB. If the eNB does not have the NR security capabilities of the UE, then the eNB requests those using the UECapabilityEnquiry message (see 5.6.3 of TS 36.331). It then passes NR security capabilities of the UE to the gNB. The response for the chosen algorithms is included in a transparent container that is protected in the RRC message when sent from the MeNB to the UE.
The benefit of this solution is that it allows the option for NR to select a different security algorithms than in LTE. The disadvantage is that it impacts eNB. However, if the eNB is anyhow impacted for supporting integration of NR for non-security reasons, then this solution is preferable to solution 1, as it allows for security algorithms of LTE and NR to evolve independently.

The following can be concluded for Option 3a:

· Option 3a can be supported without any security impacts to DC security procedures defined for LTE or with relatively minor enhancements to it.

· Option 3a, solution 2 is preferred if the impacts to eNB are acceptable. 
In option 3x (SCG split bearer), for both the SCG split bearer and the SCG bearer, the PDCP encryption terminates at the gNB. From security point of view, the security procedures defined for option 3a can be reused for 3x. Therefore, it can be concluded that Option 3x can reuse the security procedures defined for Option 3a. 
Variant 2:

Similar as in Variant 1, this variant implies that the LTE eNB must be aware that it is working with a NR/gNB, and the Dual Connectivity security procedures defined in Annex E of TS 33.401 can be reused with relatively minor security enhancements to the eNB. 

Instead of letting the LTE eNB to request the NR security capabilities of the UE by using the UECapabilityEnquiry message (see 5.6.3 of TS 36.331) as proposed in Variant 1, this variant (Variant 2) proposes that the UE indicates support for new security algorithms in NR in NAS layer to the MME. The MME then indicates to the LTE eNB over S1 interface the UE support for the new security algorithms in NR.
Editor’s Note: Impact and feasibility of Variant 2 w.r.t. MME is to be confirmed by CT1. 
Figure 5.4.4.12.2-3, the call flow for Variant 2 based on Rel-12 DC. 
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Figure 5.4.4.12.2-3 eNB obtains NR security capability through Initial context setup message
NOTE: 
This  call flow shows MeNB always sending the NR capability to the SgNB. It may be possible that after repeated handover between un prepared MeNBs, this NR capability information may be lost at the MeNB
Editor’s Note: The above call flow needs to be revised to separate the initial Attach request procedures from the eNB handover procedures.
In step 1, UE shall put the UE LTE security capability and the NR security capability into attach request message that terminates at MME. 

Step2, all the security capability will be forwarded to M-eNB with KeNB in Initial context setup message.
Editor’s Note: How does the NR security capabilities get passed to the MeNB if the UE either connects or hands over to a legacy eNB (i.e. one that does not understand the NR security capabilities) between becoming active and the bearer being established on the SgNB.
Step3, the eNB will send AS SMC to the UE after selecting eNB security capability, while the NR security capability shall be stored at eNB for future use. 

Step6, when M-eNB decides to perform EN-DC, the UE NR security capability will be transferred to S-gNB through NR addition Request message. 

Step7, S-gNB selects UP security capability based on received UE NR security capability and the priority list, then sends the select security capability in NR addition Request Acknowledge message in step 9.
Options for Signalling Radio Bearer or SRB termination: 

The SRB termination for EN-DC is shown in the figure 5.4.4.12.2-4.
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Figure 5.4.4.12.2-4: SRB termination: MCG SRB, MCG split SRB and SCG SRB

For the MCG SRB and the MCG split SRB, the PDCP layer terminates in the MeNB. Therefore, LTE PDCP ciphering and integrity protection for RRC messages can be used as is with EN-DC.

For the SCG SRB, the PDCP layer terminates in the NR/SgNB. Therefore, SCG SRBs need to use NR PDCP for ciphering and integrity protection of RRC message. The MeNB provides the S-KeNB to the SgNB as in LTE only dual connectivity. S-KeNB is used by the SgNB to derive further keys for ciphering and integrity protection of RRC messages. These key derivation needs to be specified separately for NR.
5.4.4.12.3
Evaluation 

The proposed solutions for Option 3/3a/3x have either no impact or relatively minor impacts to the eNB.

***
NEXT CHANGES
***

5.4.5
Conclusions 

5.4.5.2

Dual Connectivity architecture options 3/3a/3x (Non-Standalone NR with LTE anchor, EPC connected)

For the Dual Connectivity architecture options 3/3a/3x (Non-Standalone NR with LTE anchor, EPC connected) or EN-DC, the following is concluded for DRB termination:

· Option 3 does not have any security impact on NR/gNB.

· Option 3a can be supported without any security impacts to DC security procedures defined for LTE or with relatively minor enhancements to it.

· For Option 3a, Variant 1 of solution 2 in Solution #4.12 is preferred. 
Editor’s Note: Whether the impacts to eNB and MME of Variant 2 for option 3a are acceptable needs to be checked with RAN2 and CT1. If it is acceptable, then the above conclusion of preference for Variant 1 can be revisted.
· Option 3x can reuse the security procedures defined for Option 3a.
For the Dual Connectivity architecture options 3/3a/3x (Non-Standalone NR with LTE anchor, EPC connected) or EN-DC, the following is concluded for SRB termination:

· MCG SRB and MCG split SRB options do not have any security impact on NR/gNB and the LTE PDCP ciphering and integrity protection for RRC messages can be used as is with EN-DC.

· For SCG SRB (at SgNB) option, NR RRC ciphering and integrity protection keys are derived by the SgNB using S-KeNB that is provided by the MeNB. The SgNB uses its own key derivation function to derive the ciphering and integrity protection keys. 

Editor’s Note: It should be further studied whether adding an RRC control function to the SeNB and deriving its protection keys from the S-KeNB introduces new threats. If so, these threats need to be dealt with.
***
NEXT CHANGES
***

E.x.c 
Questions and interim agreements for key issue #4.3
E.x.c.1
Security aspects of Option 3/3a/3x or EN-DC
E.x.c.1.1
Description of question

Should security aspects of Option 3/3a/3x or EN-DC be addressed in Phase I?
E.x.c.1.2
Interim agreement

Yes.

***
END OF CHANGES
***
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