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1
Decision/action requested

It is proposed that SA3 agree the below pCR for inclusion in TS 33.185.
2
References

[1]
TS 33.185
3
Rationale

The security procedures in 6.5.2 are not quite clear and so some small clarifications are proposed. Namely it could be made clear that no security is applied at the PC5 interface. Also for Uu, the regular LTE security is always applied which may result in no confidentiality protection. The current text could be read as it is optional to apply the regular air interface confidentiality.
4
Detailed proposal

It is proposed that SA3 agree the below pCR for inclusion in TS 33.185 [1].
**** First Change ****

6.5.2
Security procedures

The security requirements applicable to V2X communications are all satisfied by employing application-layer security as defined in other SDOs, (e.g. IEEE [16] or ETSI ITS [17]).   

For PC5 communication, the data frames inherit the format of the PC5 one-to-many communication, although no security is applied at this layer. They contain fields relating to group keys. These fields are all set to zero for PC5 based V2X communications.  

For LTE-Uu communications, the LTE security mechanisms for air interface confidentiality shall be used (see TS 33.401 [12]).
NOTE: In LTE, no ciphering may be selected depending on the network policy.
**** End of Changes ****

