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Decision/action requested

Addition of requirement and solution on V2X Entities Secure Environment in TS 33.185 
2
References

[1]

3GPP TR 33.885 v1.1.0: "Study on security aspects for LTE support of V2X services"
[2]
3GPP TS 33.185 v1.0.0: "Security Aspect for LTE support of V2X services"
[12]

3GPP TS 33.401: "3GPP System Architecture Evolution; Security architecture".
[xx]
3GPP TS 33.402: "3GPP System Architecture Evolution; Security aspects of non-3GPP accesses"
3
Rationale

The clause 5.3 of 3GPP TR 33.885 [1] on V2X Entities Secure Environment contains a requirement related to 3GPP AKA and associated subscriber credentials and identities used to access the network. We consider that this requirement is important and should be captured for the normative phase. Consequently, we propose to add corresponding clauses within 3GPP TS 33.185 [2]. 
Companion contribution S3-171421 (TR 33.885: conclusion on V2X Entities Secure Environment) proposes text for V2X 3GPP TR 33.885 [1]. 
4
Detailed proposal

It is proposed that the below pseudo-CR is agreed for inclusion in 3GPP TS 33.185. 

START of 1st CHANGE

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[xx]                      3GPP TS 33.402: "3GPP System Architecture Evolution; Security aspects of non-3GPP accesses".
END of 1st CHANGE

----------------------------------------------------------------------------------------------------------------------------------------------
START of 2nd CHANGE

5.X
Security requirement for V2X Entities Secure Environment
For V2X services relying on access networks within the scope of TS 33.401 [12], the 3GPP authentication, key agreement, associated subscriber credentials and associated subscriber identities used to access the network should reside on USIM within the V2X enabled UE. 

For V2X services relying on access networks within the scope of TS 33.402 [xx], the 3GPP authentication, key agreement, associated subscriber credentials and associated subscriber identities used to access the network should reside on UICC within the V2X enabled UE, except for terminals that do not support 3GPP access capabilities and where 3GPP does not specify where the credentials used with EAP-AKA and EAP-AKA' reside.

END of 2nd CHANGE

----------------------------------------------------------------------------------------------------------------------------------------------
START of 3rd CHANGE

6.X
V2X Entities Secure Environment
For V2X services relying on access networks within the scope of TS 33.401[12], USIM within the V2X enabled UE shall perform the 3GPP authentication, key agreement, and store associated subscriber credentials and associated subscriber identities used to access the network.
For V2X services relying on access networks within the scope of 3GPP TS 33.402[xx], UICC within the V2X enabled UE shall perform the 3GPP authentication, key agreement, and store associated subscriber credentials and associated subscriber identities used to access the network, except for terminals that do not support 3GPP access capabilities and where 3GPP does not specify where the credentials used with EAP-AKA and EAP-AKA' reside.

END of 3rd CHANGE

