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1
Decision/action requested

SA3 is kindly requested to include the interim agreement below in to the TR.
2
References

[1]
3GPP TR 33.899 v0.1.0

[2]
S3-170811 – Discussion document on Denial of Service
[3]
S3-170906 – Addition of Detection and Reaction Layer

[4]
S3-170907 – Evalution of solutions 2.5, 2.11, 7.9 and 7.10
3
Rationale

During the SA3 #86bis meeting, the discussion document S3-170811 [2] on denial of service was presented and discussed. Two others, namely S3-170906 [3] and S3-170907 [4] were included into the TR 33.899 [1] after discussion and modifications. With this contribution, we intent to finalize the work on Denial of Service attacks by presenting an interim agreement based on the previous three documents and offline discussions.
3.1
Attack of concern

As explained in [2], the types of attacks that we are concerned about are the types of attacks that cause signalling storms in the mobile network core. These attacks can come from UE-side of the mobile network, from the Internet, or from other operators. Examples of these types of attacks include:

a)
Repeatedly attaching and detaching from the mobile network (attack is on the HSS);

b)
Repeatedly requesting resources and then releasing them again (attack on the eNB, MME or PCRF);

c)
A port scan performed (by a UE) on other UEs (attack on the P-GW and paging resources);

d)
Other operators repeatedly requesting AVs from the HSS (attack is on the HSS).

In the following clauses we will discuss the mitigating measures of each of these attack examples.

3.2
Mitigating measures

3.2.1
Repeated attach and detach

For the attack of repeated attaching and detaching of UEs, two evaluated solutions are available in TR 33.899 [1], namely solution 2.5 and 2.11. Both solutions state in their respective evaluation that the solution is similar to a congestion control like measure that is to be specified by SA2 (editorial change is needed). 
During offline discussions, it was pointed out that pre-5G specifications had timers already that could be reused for this purpose. To be precise, these timers (T3402 and T3346) were specified for congestion control measures. These timers are specified for a number of causes, namely:

1) Attach requests;

2) TAU requests;

3) EXTENDED SERVICE REQUEST message (EMM transitions).

In other words, these timers can be reused for DoS attacks of this type without further modification. The only thing that is left to be done is detection, which is out of scope of the 3GPP specifications. Specifications may state that these timers are to be used for DoS attacks.

Proposed interim agreement: Reuse congestion control measures in 5G for these types of attacks. No need to specify the detection methods, however specifications may state that the congestion control mechanism is reused.
3.2.2
Repeated requesting of resources

For attacks in which UEs repeatedly request resources and let go subsequently, only one solution is specified in the TR, namely solution 1.36. This solution is defined in general terms only, basically only describing a high level model. Details are left out for reasons that it is presently unknown which signalling will be required in 5G CN and therefore, it is unclear which services are particularly vulnerable to cause a DoS. Nonetheless, the solution provides a possible way forward, which is to augment the existing congestion control measures in such a way that they can also deal with these types of attacks.
An unknown in this case is that the specifications in 5G are not yet sufficiently mature to determine the feasibility of these attacks for specific service requests. As such, we propose an interim agreement that states that if these types of measures are deemed feasible, i.e. if the amount of signalling is comparable to LTE or more, a new back off timer is introduced that is specific for these types of attacks.

Proposed interim agreement: If necessary, expand the existing congestion control measures in 5G for these types of attacks. If so, there will be a need to specify a new message.

3.2.3
Port Scans

Port scans are another type of attack that may cause lot’s of signalling traffic. For example, if one UE starts scanning the entire (private) IP range of the operator, the network will have to page a large number of UEs and in order to deliver only one single packet. One port scan can therefore disable quite a bit of the network.

Fortunately, mitigating measures can be taken on the P-GW e.g. by disallowing traffic between UEs or by using Network Address Translation to thward similar attacks coming from the Internet. Since this can be done at the IP layer, there is no need for 3GPP SA3 to specify the mechanism.

Proposed interim agreement: None. There is no need for 3GPP to specify a mitigating measure.
3.2.4
Other operators

Other operators could DoS the HSS, e.g. by repeatedly requesting AVs. Since this is a classical example of a DoS attack off the shelf firewalls should be able to deal with these types of attacks. There is no need to deal with this type of attack in 3GPP specifications.

Proposed interim agreement: None, there is no need for 3GPP to specify a mitigating measure.
4
Detailed proposal

*** FIRST CHANGE ***
E.1.21 
Questions and Interim Agreements for Key Issue #1.21

E.1.21.X
Handling Denial of Service Signalling attacks on the Mobile Core Network 

E.1.21.X.1
Description of question 

UEs and other operators can launch Denial of Service attacks on the mobile network core by causing signalling storms. This question is about which types of attacks are to be dealt with in 5G specifications and if so, how. I.e. the question to be answered is: "Which denial of service attacks should be prevented by the 5G CN and how should the 5G CN do so?"

E.1.21.X.2
Interim agreement

It is agreed that the Denial of Service signalling attacks that shall be taken into account in the normative phase are the following:

-
Attacks where the UE attaches to the network, does location updates or transitions between mobility states;

-
Attacks where the UE requests resources for a specific type of service, such as setting up a voice call, joining or leaving a slice, etc. 

Other attacks shall not be taken into account. Furthermore, it is agreed that only mitigating measures that leverage on the congestion control measures shall be considered for normative work and that that whether DoS protection for the forementioned attacks is necessary is left to the normative phase.
