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1
Decision/action requested

It is requested to discuss and approve the proposed changes.
Resubmission of S3-170748
2
References

N/A
3
Rationale

The issue of MCC/MNC being privacy sensitive is regularly brought up in SA3 meetings while discussing solutions, even though there are no potential requriements agreed by the group. 
It has been tentatively agreed that this issue will be addressed in questions and interim agreements.

Therefore, for the sake of progress, this contribution provides an analysis of the privacy aspects of MCC/MNC and proposes changes to the the key issue accordingly.
4
Detailed proposal 
Changes are proposed below.
***
BEGIN CHANGES
***
5.7.3.9
Key issue #7.9: Privacy aspects of MCC/MNC in permanent subscription identifier
5.7.3.9.1
Key issue details

This key issue deals with privacy aspects of MCC/MNC in IMSI (IMSI denoting permanent subscription identifier). Especially, it is analysed what level of Personally Identifiable Information (PII) is revealed by the MCC/MNC in IMSI (i.e., what is the privacy impact), and what level of complexity is worth in solutions to conceal it. 
Structured IDs are composed of structured data. 

Structured data (or structured information) refers to information that either has a pre-defined data model or is organized in a pre-defined manner. Structured Identifiers are composed of structured data (or structured information)

Structural Identifiers (e.g., IMSI) are much more succeptible to the loss of privacy/confidentiality of one or more structured components (e.g., MCC/MNC) than unstructured identifiers (e.g., arbitrary value without structure).
In the the case of an unstructured identifier (i.e., an identifier composed of unstructured data), loss of confidentiality of a part of such identifier would lead to a decreased level of confidentiality protection and increased succeptability for brute-force attacks.

In the case of a structured identifier, revealing a whole or part of underlying structural components may lead to complete loss of confidentiality of the whole identifier.
Structure of IMSI

According to TS 23.003, IMSI in LTE is structured as shown in figure 5.7.3.9.1-1. 
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Figure 5.7.3.9.1-1: Structure of IMSI

As shown, IMSI is composed of following three parts:

-
Mobile Country Code (MCC) consisting of three digits. The MCC identifies uniquely the country of domicile of the mobile subscriber;

-
Mobile Network Code (MNC) consisting of two or three digits for GSM/UMTS applications. The MNC identifies the home PLMN of the mobile subscriber. The length of the MNC (two or three digits) depends on the value of the MCC. A mixture of two and three digit MNC codes within a single MCC area is not recommended and is outside the scope of this specification.

-
Mobile Subscriber Identification Number (MSIN) identifying the mobile subscriber within a PLMN.

The National Mobile Subscriber Identity (NMSI) consists of the Mobile Network Code and the Mobile Subscriber Identification Number.
Privacy aspects of MCC/MNC over-the-air
One of the primary functions of the MCC/MNC in IMSI is to identify the home operator of the IMSI. It enables a visited network to fetch information for authenticating the roaming UE. Therefore, generally, even when the MSIN part is concealed (using encryption or pseudonyms) over-the-air, the MCC/MNC part is left in clear-text, because without it, the visited network cannot authenticate the roaming UE. However, if only the MSIN component of IMSI is protected over-the-air, the other components of IMSI (i.e., MCC and MNC) when captured by either passive or active attacker over-the-air, are capable of conveying PII of the subscriber. The severity of such PII leak is further analyzed.
The MCC/MNC is not particularly associated with a single subscription and therefore provides K-anonymity. As long as the K is large enough, meaning that an individual subscription is not identifiable, visibility of the MCC/MNC over-the-air is acceptable in terms of privacy. Issue arises when the K decreases. 
First, in a visited country, the MCC/MNC reveals that the subscription belongs to an operator in another country, i.e., it tells that someone is a tourist. It can be assumed that there are generally low numbers of tourists in certain area, and value of the K is generally low (in order of tens or just one). 
Not only country, but a particular operator within a particular country, creating a much better granularity for the attack target selection. The target phone # translates into MCC/MNC. In many cases, the target # can be easily gleaned from public sources.
Second, in the home country, the MCC/MNC reveals that the subscription belongs to a certain PLMN. Since there are generally many subscriptions belonging to a certain PLMN in a certain area within the same country, K-anonymity is generally acceptable (K in order of hundreds to thousands). However, the K value could be very low (in order of tens or just one) in cases when there are some dedicated MCC/MNC for restricted use, e.g. Public Safety organizations Law Enforcement Agencies, etc. In such cases, the MCC/MNC would reveal information on the presence of, e.g. police agents in certain areas. The K value could also be very low when there is less number of subscriberss, each with different subscriptions (e.g., late hours at work, domestic tourists in national park, etc.).
Effect of hiding MCC/MNC over-the-air
Authors considered only passive OTA attacks. An active attack will deliver unprotected MCC/MNC+protected MSIN to the adversary.
In a visited country, once the UE attaches to the visited network, it is assigned a GUTI. From that moment onwards, the UE will operate as any other UE (in the visited country) in an indistinguishable manner over-the-air interface. So the scope of the privacy threat is reduced to the first time when the UE attaches to the visited network. This generally happens at international boundaries (e.g., airports, train station, etc.). And at those places, it is very likely that the numbers of tourists from the same country are generally more than one. Of course, it cannot be excluded that the K could be just one. But in such a case, wouldn’t be easier to identify and track the subscriber on other basis such as physical appearance, or language used, etc? In such case, those who are trying to hide or avoid tracking (say terrorists, spies) are likely to be cautious not to be bringing their home subscription with them and be connecting to visited country's mobile network immediately when they arrive. For those who are not trying to hide (normal tourist) or cannot hide (VIP person with lots of security guards and bullet proof cars), it is much easier for an attacker to identify the presence of target by literally looking, than taking the trouble of setting up an IMSI catcher.
Authors are overstating cost and complexity “of setting up an IMSI catcher.” It is available from the following sources:

$1800 on Alibaba (self-containing device, industrially-produced, the unit, PKI 1640, comes with BTS unit, laptop with controller software, antenna and power supply):

https://www.alibaba.com/product-detail/IMSI-catcher_135958750.html
$1400, including a laptop) at arstecnica:

https://arstechnica.com/security/2015/10/low-cost-imsi-catcher-for-4glte-networks-track-phones-precise-locations/

On another note, it needs to be underscored that semi-constant GUTI is almost as good for tracking as IMSI. Quality of defence against tracking attacks while relying on just GUTI can be questionable if GUTI is not being changed often, preferably, at least once per a certain number of OTA messages containing GUTI.
A similar kind of reasoning applies in the home country. When the value of K is low or one, then the target could potentially be identified and tracked by other means (e.g., visibility, visits to particular place, etc.). 
Complexity of hiding MCC/MNC over-the-air
In visited country, hiding MCC/MNC over-the-air (in initial attach message carried over NAS layer) would add additional complexity by the introduction of visited network's certificates/keys. The increased complexity in turn increases demands on MNO in terms of both CAPEX and OPEX. The management of certificates/keys for each MME/AMF (that terminates NAS) means a substantial operational burden on the MNO.
In home country, the complexity seems to be even worse because the MCC/MNC in IMSI is not only revealed in NAS layer, but also in RRC layer (Msg 5 which is RRCConnectionSetupComplete in LTE, especially for the purpose of supporting shared network and MME pools). The management of certificates/keys for each eNB/gNB (that terminates RRC) in addition to MME/AMF means serious substantial operational burden on the MNO. Extra protection in both RRC and NAS layer for just hiding MCC/MNC will negatively impact performance of both UEs (including low powered devices) and RAN (with high throughput demands).
Summary
Dedicated PII such as MSIN in IMSI is definitely privacy sensitive because it directly pin-points to an individual IMSI. Therefore, methods to hide the MSIN over-the-air are an important privacy measure for the Next Gen system. However, MCC/MNC in IMSI is not a dedicated PII and provides K-anonymity. Whenever the K is low or one, there are other physical/behaviour aspects as well that also can reveal the PII.

It has been observed that:

-
The MCC/MNC in IMSI is capable of revealing PII not only in visited country, but also in home country. It is true that probability of revealing PII is higher in visited country than in home country. But it does not mean that PII of subscribers in home country is less important than subscribers in visited country. So, the privacy consideration of MCC/MNC should include both.
We agree with authors. PII of subscribers in home country is no less important than PII of subscribers in visited country. So, the privacy consideration of MCC/MNC should include both. Even in the home country, home MCC/MNC may be used for tracking. Consider the following attack scenario: a known customer of MNO “A” visits the business office of MNO “B”, where his/her subscription will stick out at either initial attach, or through the use of IMSI catcher equipment.
-
Hiding the MCC/MNC in IMSI does not completely solve the privacy problem because other information, e.g. physical appearance, used language, behaviour, etc. can also reveal the presence of a person in an area when there are very few or just one person(s). 
Using the same argument, since physical appearance, language, etc. can identify the subscriber, no protection of MSIN is needed as well. Problem solved!
-
The complexity of hiding MCC/MNC in IMSI can induce a substantial financial and operational burden to the MNOs and a performance burden for UEs and network.
Real security introduces expense. Without comparing such expense with potential loss, including reputational loss, legal liability, etc. it is impossible to make an arbitrary decision not to protect MCC/MNC. An incremental complexity may also serve the purpose that is much larger than just whole IMSI protection. For example, Serving Network authentication, making False BS attacks a thing of the past, could be achieved.

Therefore, 3GPP systems should not overdo technical measures that on one hand are very complex (financially to MNOs and operationally to network nodes) and on other hand do not completely solve privacy (when the K is low or one). Solutions that hide MCC/MNC shall prove or substantially demonstrate that there are no expensive/complex measures that negatively affect the Next Gen efficiency and adoption.
5.7.3.9.2
Security threats 

Leaving the MCC/MNC part of IMSI (denoting a Permanent Subscription Identifier) unprotected may provide a passive attacker with enough foothold to weaken the MSIN protection, when the number of UEs in an observed area is close to one. 
The authors’ comment below and the reason for removal of the paragraph below are incorrect. As we pointed out in comments to Section 5.7.3.9.1:
· Structured IDs are composed of structured data
· Structured data (or structured information) refers to information that either has a pre-defined data model or is organized in a pre-defined manner. Structured Identifiers are composed of structured data (or structured information)


Transmitting MCC/MNC in the open weakens entire IMSI protection, even without explicitly impeding MSIN protection.

Attacks on group, (i.e., same MCC) do not require the number of UEs in the observed area to be close to one. In fact an observation of multiple UEs with the same MCC can be a preamble to a kinetic attack targeting groups (e.g., nationals of a particular country).
The following list denotes opinion of commenting companies:

1.      IMSI is structured (TS 23.003) and expresses subscription identifier. As such, leaving known structured component of IMSI (i.e., MCC/MNC) unprotected and observable would expose the whole IMSI

2.      What the opponents of protecting only MSIN part of IMSI are trying to achieve is to mend privacy requirements to fit solutions that are comfortable (i.e., mostly symmetric key solutions)
3.      Considerations about Asymmetric cryptography-based solutions are centered on PKI complexity. While it is correct that the use of PKI would bring incremental complexity, such choice will also serve the purpose that is much larger than just whole IMSI protection. For example, Serving Network authentication, mitigating False BS attacks, could be achieved.

4.      “Option 3” (i.e., 5G RAN with 4G EPC), which is a current SA3 priority, cannot support any of the proposed IMSI privacy solutions since they require changes to the CN. After Option 3, SA3 will have to re-design 5G Core anyway. It is in the interest of the whole industry to re-design it in such way that it will be future-proof for at least 20-25 years.
5.7.3.9.3
Potential security requirements

FFS

Editors Note: The tradeoff between having a requirement addressing threats above and complexity of associated solutions is FFS.

***
END OF CHANGES
***
�Removed bececause there are no two kinds of permanent identifiers, i.e., "Structured" and "Non-structured"? So, this second paragraph says the same thing as the one above and can be deleted.





