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Abstract of the contribution:
This pCR proposes to add within 3GPP TS 33.250 a requirement on “Unpredictable GTP TEID” (generated by the PGW). 
1. Discussion
According to TS 23.060, a Tunnel Endpoint Identifier (TEID) is used by the GPRS tunnelling protocol, to identify a tunnel endpoint in the receiving GTP‑C or GTP‑U protocol entity. 

The TEID is a unique identifier within one IP address of a logical node, i.e. RNC, BSC, SGSN, S‑GW, P‑GW or GGSN, which has meaning only within the GTP protocol. 

Since the GTP does not support peer authentication, this can have important security implications. In particular if the TEID is predictable, a hacker can inject into a user’s session GTP-U packets with a spoofed TEID (causing e.g. overbilling problems) or can send malicious GTP-C messages deleting an established session (and causing a DoS). 
Pre-requisites for the attack are:

1 The IP Address of the target PGW shall be known

2 The target PGW shall be reachable for the malicious attacker

3 TEID is predictable (e.g. because the algorithm for TEID generation is known or easily discoverable by an attacker)
The reachability of the PGW and the IP Address can be achieved in various ways, e.g. if the attacker obtains a direct connection to IPX/GRX network or if the PGW is directly exposed on the BIG INTERNET (see www.shodan.io).

In order to discover the algorithm for the TEID generation, the attacker can send multiple consecutive Session Create Request to the PGW and check the TEID proposed by the PGW in the F-TEID Information Element of the Create Session Response as shown in Figure 1 below. 
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Figure 1 Extract of n.2 subsequent Create Session Response sent in a live network
Figure 1 shows two consecutive Create Session Response sent back to two consecutive Create Session Request sent by a GTP simulator having access to the GRX/IPX network. The simulator used its own IP address without spoofing the IP address of any real SGW and the messages reported above had been obtained by a PGW deployed in a live network. 

As shown in Figure 1, in the network deployment used to perform the test, a new TEID was simply obtained by increasing the previous one of ten.

So, a hacker having also this information can easily start to forge messages, e.g.:

· DeleteSessionRequest 

· GTP-U message 

This kind of attack would not be possible or would be much harder to perform if the TEID was unpredictable.
If the vulnerability associated to a predictable TEID is exploited the victim would be exposed to the Generic threats (see TR 33.926):   

· 5.3.7.2  Denial of service: Implementation Flaw 

· and to the 5.3.4.x
Tampering: User Session Tampering, that is proposed as a new generic threat (to be added to TR 33.926with the companion CR TD S3-171tbd).  
Based on the rationale above, this pCR proposes to add a requirement (within 3GPP TS 33.250) on the unpredictable TEID for GTP generated by the PGW. 
2.     Concrete Proposal

*** Beginning of changes ***

4.2.3.5
Protecting sessions

4.2.3.5.x Unpredictable GTP TEID 

Requirement Name: Unpredictable GTP TEID

Requirement Description:
The TEID created for usage in the GTP-C messages as well as in the GTP-U messages shall be unpredictable  in order to prevent a hacker to inject GTP-U packets with a spoofed TEID into a user’s session (causing e.g. overbilling problems) or to send malicious GTP-C messages to delete an established session (and causing a DoS).
Threat References: TR 33.926 clause  5.3.7.2  Denial of service: Implementation Flaw and clause 5.3.4.x
Tampering: User Traffic Tampering.
Security Objective references: tba

Test case: tba
*** End of changes ***
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