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Abstract of the contribution: this contribution addresses the key issues #7.1 "Refreshing of temporary subscription identifier" and #7.4 "Using effective temporary or short-term subscription identifiers" by proposing two solutions for generating dynamic pseudonyms as short-term subscription identifiers.
1. Introduction

The contribution addresses the key issues #7.1 "Refreshing of temporary subscription identifier" and #7.4 "Using effective temporary or short-term subscription identifiers" by proposing two solutions for generating dynamic pseudonyms as short-term subscription identifiers.
The solution proposes that the best way of preventing poor implementations or configurations enabling the generation and usage of unchanging or predictable temporary subscription identifiers is to standardize the mechanism for their generation on the network side. This is mainly for two reasons. 

Firstly, it is clear that relatively static or unchanging temporary subscription identifiers enable linkability and tracking of UE in time. Although it is less clear, it can also be demonstrated that computationally predictable temporary subscription identifiers (e.g., based on incremental counters) can also enable linkability and tracking of UE in time. Secondly, the effect of testing and detection on the UE side only (e.g., in terms of comparison with previous values) is rather limited and can always be circumvented by adapted, more sophisticated designs. 

The solution concentrates on M-TMSI part of GUTI (30 bits) according to current structure (3GPP TS 23.003 [ref 65]), but can be also adapted to deal with other short-term subscription identifiers. Temporary subscription identifiers are interchangeably called dynamic subscription pseudonyms or only dynamic pseudonyms. 

Two mechanisms for generating dynamic pseudorandom pseudonyms are proposed in this contribution (in particular, relating to the 30-bit part of M-TMSI):

· Synchro-GDP: Synchronized generation of dynamic pseudonyms
· Push-GDP: Push generation of dynamic pseudonyms.
In addition, an evaluation of both mechanisms is reported at the end.
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5.7.4.17
Solution #7.17: Dynamic pseudonyms as short-term subscription identifiers

5.7.4.17.1
Introduction  

This solution addresses the key issues #7.1 "Refreshing of temporary subscription identifier" and #7.4 "Using effective temporary or short-term subscription identifiers". The solution proposes that the best way of preventing poor implementations or configurations enabling the generation and usage of unchanging or predictable temporary subscription identifiers is to standardize the mechanism for their generation on the network side. This is mainly for two reasons. Firstly, it is clear that relatively static or unchanging temporary subscription identifiers enable linkability and tracking of UE in time. Although it is less clear, it can also be demonstrated that computationally predictable temporary subscription identifiers (e.g., based on incremental counters) can also enable linkability and tracking of UE in time. Secondly, the effect of testing and detection on the UE side only (e.g., in terms of comparison with previous values) is rather limited and can always be circumvented by adapted, more sophisticated designs. 

The solution concentrates on M-TMSI part of GUTI, but can be also adapted to deal with other short-term subscription identifiers. Temporary subscription identifiers are interchangeably called dynamic subscription pseudonyms or only dynamic pseudonyms.

5.7.4.17.2
Solution details  

5.7.4.17.2.1
General

According to what has been proposed in solution #7.13, the refreshing of the core network short-term subscription identifier shall be mandatory and performed during or after the NextGen NAS (NG-NAS) procedure(s) or NG-NAS message(s) involving the usage of the short-term identifier. The acknowledgement or confirmation of the identifier refreshment may be performed as a part of the triggering procedure, e.g., using message(s) such as ATTACH complete, TAU complete, or GUTI reallocation complete in LTE terms. 

For unlinkability, it is preferable to use one-time dynamic pseudonyms. Such a pseudonym is sent only once in the clear form, from UE to MME over-the-air. Also, the old and new pseudonyms should never be included in the same message in the clear form. More generally, each dynamic pseudonym can be allowed to be repeated a specified small number of times, under specified conditions. 

The structure of GUTI according to (3GPP TS 23.003 [ref 65]) is given as:

GUTI = MCC (12 bits) || MNC (12 bits) || MMEGI (16 bits) || MMEC (8 bits) || M-TMSI (32 bits). 
The first 48 bits, i.e., MCC || MNC || MMEGI || MMEC, uniquely identify the MME that assigned the GUTI. Note that MCC || MNC correspond to the serving network, and in roaming do not correspond to the MCC/MNC part of IMSI of a given UE. Furthermore, M-TMSI shall not have a value with all 32 bits equal to 1 and that 2 MSBs have special meaning  (as specified in [ref 65]). 

Therefore, according to current GUTI structure there are 30 bits available for any MME for assigning unique identifiers to the UEs that are served by the MME. (There may even be less of them if there is some additional structure imposed.)

For routing purposes, the network may also need to transfer one or more other parts of the identifier to the UE, e.g., MCC, MNC, MMEGI, MMEC and 2 bits of M-TMSI in LTE. 

Two solutions for generating dynamic pseudorandom pseudonyms (the 30 bits described before) are proposed in the sequel.
5.7.4.17.2.2


Synchro-GDP: Synchronized generation of dynamic pseudonyms

UE and NGC each derive the next short-term identifier from common parameters known to the two parties, e.g., KASME in LTE (or a specific dedicated “pseudonymization” key derived from KASME) and a parameter that changes for each derivation, such as a counter value, the previous short-term identifier, or a fresh random value chosen by the NGC. 

The derivation can be done by using the KDF (Key Derivation Function) already available at UE and NGC side in LTE. The generated short-term identifier will always be used the next time the UE contacts NGC by sending the short-term identifier over-the-air in the clear form. In this way, neither implementations nor configurations can avoid the refreshment of short-term identifier, thereby enhancing the subscriber’s privacy. 

The generation of the short-term identifier must be done with care to ensure that the probability of collisions between short-term identifiers allocated to different UEs by the same MME is sufficiently small. Should there be collisions, the NGC will not be able to tell the two UEs apart and would have to resort to a recovery mechanism, e.g., requesting the long-term identifier. 

It should be noted that the reliability of the mechanism can be brought to the same level as in the currently used mechanism in LTE, GSM/GPRS and UMTS. For example, lost messages can be re-transmitted as is done in the LTE NAS protocol. 

A mechanism for synchronized generation of dynamic pseudonyms is outlined below.
Let PID denote a dynamic pseudonym to be used as a temporary subscriber identifier for a given UE by a given MME. In LTE, PID is the 30-bit long M-TMSI. In particular, let PIDnew and PIDold denote the new and old values of PID for given UE and MME, respectively. The objective is for them to independently compute PIDnew from known common secret or public parameters, possibly including PIDold. The common secret parameter is the 256-bit key KASME derived from the subscriber secret key as in the LTE protocol by using key derivation functions including KDFSHA-256, i.e., the HMAC based on the hash function SHA-256. The main requirements are that the generated pseudonyms are computationally unpredictable for unauthorized entities (not knowing KASME) and that at any time there are no collisions between pseudonyms for any given MME.

Let KDF(K, S) denote any secure KDF using a secret key K and public parameters S. Let PID denote a considered pseudonym and:

K = KASME and S = GUMMEI || IMSI || COUNTsession || PID, where 

GUMMEI = MCC || MNC || MMEGI || MMEC is a globally unique identifier of MME,

IMSI is a globally unique subscription identifier of UE,

COUNTsession is the current cumulative number of signalling messages exchanged between MME and UE in a given session for fixed KASME, at a given time. (More precisely, each parameter in S is concatenated with a binary representation of its length.) Consequently, the update of pseudonyms is defined by:

PIDnew = KDF(KASME, GUMMEI || IMSI || COUNTsession || PIDold),

where initially, when KASME changes and a new session starts, PIDold can take any value shared in common by MME and UE (e.g., a globally fixed constant). 
If the output bit-length of KDF is bigger than the bit-length n=|PID| of PID, then only n bits are extracted from the output of KDF, in a specified way. The generated pseudonyms will be computationally unpredictable if KDF is computationally secure as a MAC, that is, if, for any unknown key K, it is infeasible to generate KDF(K, S) output, partially or as a whole, for any new string S, given the outputs for any number of known strings S.

The probability of collisions is determined by the birthday paradox, that is, there will be at least one collision with a significant probability if the number of PIDs at a given time for a given MME is on the order of 2n/2. More precisely, if there are m such pseudonyms and m ≤ 2n/2, then the probability that they are all different is approximately 

Pr{no collisions} ≈ exp(-m2/2n+1).

In LTE, as n=30, the collision probability is too high if m ≈ 215, which seems to be possible in practice. Consequently, to be on the safe side in 5G, the effective bit-length of M-TMSI should be increased from 30 to 64 or more (e.g., 80), while keeping the remaining parts of GUTI. Accordingly, this solution relates only to NGC functions and not to legacy LTE functions.

5.7.4.17.2.3


Push-GDP: Push generation of dynamic pseudonyms
NGC, independently of UE, generates and assigns a new short-term identifier to the UE in NGC-NAS messages like in LTE. Some examples of such message(s) in terms of the current LTE system are ATTACH ACCEPT, TRACKING AREA UPDATE ACCEPT, and GUTI REALLOCATION COMMAND. Apart from mandating the NGC to assign a new short-term identifier each time to the UE, it is important that the UE verifies the freshness of the newly assigned short-term identifier. Namely, as pointed out above, in LTE, changing GUTI is an optional feature and up to the operator policy.
Therefore, UE should verify that the newly assigned short-term identifier is a fresh one, for example by at least comparing it with the last assigned short-term identifier. If the verification fails, then the UE disconnects from the network and the UE’s user is notified about the problem. The user’s response can be configurable in a privacy-aware way and may even include refusal to establish a user plane connection. However, whatever the verification, NGC can always cheat and bypass the verification by using other predictable pseudonyms. Consequently, the right solution for the NGC standard is to mandate a specified procedure of generating unpredictable one-time dynamic pseudonyms in the push model, e.g., by updating GUTI at each TAU accept, ATTACH accept, etc. 

A mechanism for push generation of dynamic pseudonyms is outlined below.

The same notation as in the synchronized generation mechanism is used in the sequel. In the push generation mechanism, the objective is for MME to compute unilaterally a new pseudonym PIDnew for a given UE, in a way computationally unpredictable for unauthorized entities, so that PIDnew is different from all active PIDs for that MME. For this purpose, MME can use a specific 256-bit secret key known only to MME, denoted as KMME. 

Let at a given time COUNT denote the current cumulative number of all PIDs generated by MME, for all attached UEs, and let ENC(K, S) denote a secure block cipher ECB encryption function under secret key K and input S. The update of pseudonyms is then defined by the counter mode of the block cipher:

PIDnew = ENC(KMME, COUNTnew),

where COUNTnew is expressed in an n-bit format, n denoting the block size of ENC. Since ENC is a reversible function, all PIDs generated are different as long as the counter values are not repeated. This way all 2n different PIDs can be generated and used over time, thus avoiding the birthday paradox. PIDs can be generated in parallel in real time or precomputed. Consequently, the technique will work without collisions as long as the number m of PIDs at any given time for a given MME is not bigger than 2n. The generated pseudonyms will be computationally unpredictable, apart from the fact that they are all different, if ENC is computationally secure as a block cipher, on the condition that at most 2n pseudonyms are generated from a given KMME. 

The push generation of pseudonyms defined as above can be generalized in order to address the two issues: the choice of the bitsize n of PID and the refreshing of the secret key KMME. Namely, n should be equal to the block size of ENC which is typically 64 or 128 bits. To allow more flexibility, we need the so-called format-preserving encryption FPE, since truncating the block would destroy reversibility and hence the collisions might occur. The update expression then becomes:

PIDnew = FPE(KMME, COUNTnew).

In particular, we can thus also allow n=30 as in LTE, since it is extremely unlikely to have m>230. For FPE, one may use the recent NIST standard [ref 69] in which FPE is defined as a mode of operation of block ciphers, using a Feistel-like iterative construction in which the block cipher is used in the round functions, and AES is recommended for this purpose in [ref 69]. Alternatively, one may use a mode of operation of stream ciphers, such as the well-known RC4, [ref 85], [ref 86], which is more flexible and efficient, but not standardized. 

To allow refreshing of KMME, e.g., periodically, in order to deal with 2n not being sufficiently big or with possible key compromise, one can use the same update expression, but may attach just one fixed additional bit to PID that flips when KMME changes. This way, collisions are avoided, while the impact on subscriber privacy/anonymity is negligible.
There is yet another important issue to be addressed in the push generation of dynamic pseudonyms. Namely, each new pseudonym PIDnew needs to be transmitted from MME to UE. For unlinkability, it should be mandatory to encrypt PIDnew by using the existing NAS encryption key. 
5.7.4.17.3


Evaluation 

Synchronized pseudonym generation supports one-time pseudonyms in a way intrinsically verifiable by UE. Namely, if NGC does not implement the standardized privacy configuration policy with respect to temporary subscription identifiers, then the synchronization between MME and UE will be lost, thus degrading the performance of NGC. (This is an incentive for PLMNs to implement the standard correctly.) One-time pseudonyms can be updated each time a message containing PID is sent from UE to MME in the clear over-the-air, which is preferable for unlinkability. Since synchronized generation leverages UE-specific secret key, the collisions among generated pseudonyms can be avoided only with a very high probability. Due to the birthday paradox, this effectively halves the bitlength of dynamic pseudonyms. This solution is hence not applicable in LTE. The proposed solution for NGC is to double the length of the temporary subscription identifier (e.g., M-TMSI). In the case when synchronization is lost due to communications or computational errors, repeating the IMSI ATTACH procedure is required.

Push pseudonym generation guarantees that there are no collisions among pseudonyms, which halves the necessary bitlength of pseudonyms in comparison with synchronized generation. Hence, the solution is applicable also in LTE, where the generation and use of one-time pseudonyms can be verified by UE to a limited extent by comparing with old pseudonyms. In particular, repetitions can be detected by comparing with all old pseudonyms in a given session. However, the network can generate pseudonyms in predictable ways difficult to detect. If the verification fails, then UE can disconnect from the network and the UE’s user is notified about the problem. The user’s response can be configurable in a privacy-aware way via an added feature of the UE’s user interface. (This is an incentive for UE manufacturers.) However, if dynamic pseudonyms are generated in the computationally unpredictable way as in the solution for NGC proposed here, then in order to detect eventual poor implementations, the comparison with with the last pseudonym only may suffice.
In both solutions, generated dynamic pseudonyms are computationally unpredictable if the underlying secret keys are not compromised. 
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End of changes
***
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