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1
Decision/action requested

A change to the key hierarchy is proposed in order to align the key agreement service and the UE-to-EAS user plane protection services. It is kindly requested to accept this pCR into the S3-170916
2
References
[1]
S3-170916 – BEST TS
[2]
S3-171094 – draft BEST TS including agreements from conference calls.
3
Rationale

Before SA3 meeting in Busan, the key hierarchy for BEST was extended with a number of keys for the key agreement service. This pCR simplifies the key hierarchy such that for any service the same key hierarchy can be used.
This document is based on S3-171094 which for the affected clauses does not change from the S3-170916 that was agreed in Busan.
4
Detailed proposal

**** First Change ****
4.6.2
BEST Key Hierarchy

4.6.2.1
Introduction

This clause describes the key hierarchy for BEST for both the BEST user plane services and the key agreement service.

4.6.2.2
BEST Key Hierarchy
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Figure 4.6.2.2-1: Key Hierarchy
The KIntermediate, KEAS_PSK and all of the keys derived from them are generated when indicated to do so in the BEST CP messaging.

**** Second Change ****
5
Derivation of BEST Keys

5.1
BEST key derivation
5.1.1
Derivation of UE-to-HSE keys and Intermediate Key
The HSE and UE shall derive the BEST UE-to-HSE keys and the Intermediate key are derived from CK and IK. The following input string shall be used when the UE and the HSE derive the BEST UE-to-HSE user plane service keys (KE2Menc and/or KE2Mint) or the Intermediate BEST key for usage in further key derivations for the UE-to-EAS user plane services or the key agreement services:
-
FC = 0x58,

-
P0 = HSE id if supplied else NULL,

-
L0 = length of HSE id (i.e. 0x00 0x03 if HSE id supplied or 0x00 0x00 if not),

-
P1 = SQN ( AK

-
L1 = length of SQN ( AK (i.e. 0x00 0x06) 

-
P2 = algorithm type distinguisher
-
L2 = length of algorithm type distinguisher  (i.e. 0x00 0x01)

Table 5.1.1-1: Algorithm type distinguishers

	Algorithm type distinguisher
	Value

	BEST encryption key (KE2Menc)
	0x01

	BEST integrity Key (KE2Mint)
	0x02

	BEST Intermediate Key (KIntermediate)
	0x03

	
	


The input key shall be equal to the concatenation CK || IK of CK and IK.
The Intermediate Key ID shall be set equal to SQN ( AK.
5.1.2
Derivation of EAS specific pre-shared key (KEAS_PSK)
The following input string shall be used when the UE and the HSE derive the enterprise specific pre shared key KEAS_PSK from KIntermerdiate
-
FC = 0x59,

-
P0 = Enterprise Application Server id,

-
L0 = length of Enterprise Application Server id (i.e. 0x00 0x03)

The input key shall be KIntermerdiate, as derived in clause 5.1.1.
5.1.3
Derivation of UE-to-EAS keys

The following input string shall be used when the UE and the EAS derive the BEST User plane keys KE2Eenc or KE2Eint from KEAS_PSK:
-
FC = 0x5A,



-
P0 = algorithm type distinguisher
-
L0 = length of algorithm type distinguisher (i.e. 0x00 0x01)

Table 5.1.3-1: Algorithm type distinguishers

	Algorithm type distinguisher
	Value

	BEST e2e encryption key (KE2Eenc)
	0x01

	BEST e2e integrity Key (KE2Eint)
	0x02


The input key shall be equal to the concatenation KEAS_PSK || KEnterprise of KEAS_PSK  and KEnterprise..

Note: 
The Enterprise Key provisioning is outside the scope of 3GPP.
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