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XEAP-AKA termination in the UE

X.1
EAP support in Smart Cards

X.1.1
EAP-AKA procedure
It shall be possible as an implementation option to have the termination of EAP in the UICC. For this purpose, all steps of the EAP-AKA authentication mechanism described in clause 6.2 apply with the exception of step 15 that shall be replaced with the following:

The WLAN-UE runs EAP authentication method (see ETSI TS 102.310 [yy]) on the UICC. The USIM verifies that AUTN is correct and hereby authenticates the network. If AUTN is incorrect, the UICC rejects the authentication (not shown in this example). If the sequence number is out of synch, UICC initiates a synchronization procedure, see reference [7]. If AUTN is correct, the UICC computes the Master Session Key and Extended Master Session Key and checks the received MAC with the new derived keying material.


If a temporary identity (pseudonym and/or re-authentication identities) is received, then the UICC stores the temporary identity for the next full or fast authentications. This temporary identity shall be deleted after the next authentication procedure.

X.2
WLAN UE split
EAP-AKA procedure terminates in the UICC or MT, so the TE shall contact the MT via protected local interface (e.g. Bluetooth, IrDa, RS232, USB, etc.) at any authentication or re-authentication process, using the AT commands +CUAD, +CEAP and +CERP, as defined in TS 27.007 [xx]. The local interface acts as a transparent carrier of the EAP methods; the TE just forwards messages from the MT or UICC to the network (or in the opposite direction) and does not take active part in the authentication process. The TE is not able to handle any key except the MSK and/or the EMSK when it receives them at the end of the authentication process. The MT shall forbid the transfer of the AUTHENTICATE command in UMTS security context, from any TE involved in WLAN-UE split interworking. The EAP peer at the network side is any node in the WLAN AN, the VPLMN or the home network. Since the interworking to be described here is at the WLAN UE side, it is not relevant which node is sending/receiving any message in the network side.

X.2.1
Full authentication with EAP AKA

The procedures specified in clauses 6.7.1.1 and 6.7.1.2 have in common that, prior to the exchange of EAP messages, the appropriate USIM application on the UICC needs to be selected. For this purpose, the TE runs the AT command +CUAD to discover what applications are available for selection on the UICC, so that the user can be prompted, if necessary, to perform the selection, as specified in ETSI TS 102.221 [yy].
X.2.1.1
Termination in the UICC
The process is shown in figure X.2.1.1-1.
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Figure X.2.1.1-1: Full authentication with EAP-AKA

1.
The network sends an EAP request identity (either a IMSI or a pseudonym) message to the TE (the device providing WLAN access) in order to initiate the procedure.

2.
The TE sends the EAP packet received in message 1 to the UICC application using +CEAP AT command. The EAP request identity message is forwarded via the MT to the UICC application. Prior to step 2, the MT shall open a communication session with the UICC application, as indicated in TS 27.007 [xx], and then shall select the appropriate DF, as indicated in ETSI TS 102.310 [xy].

3.
The MT performs the received +CEAP AT command (see TS 27.007 [xx]).

4.
The UICC application returns the EAP Response/Identity packet to the MT.

5.
The MT returns the EAP Response/Identity packet to the TE, in the +CEAP AT command response data.

6.
The TE sends the EAP Response/Identity packet to the network.

7.
The network initiates the EAP AKA authentication process.

8.
The TE sends the EAP packet received in message 7 to the UICC application via the MT using +CEAP AT command.

9.
The MT performs the received +CEAP AT command (see TS 27.007 [xx]).

10.
 The UICC application returns the EAP Response/AKA-Challenge packet to the MT.

11.
The MT returns the EAP Response/AKA-Challenge packet to the TE, in the +CEAP AT command response data.

12.
The TE sends the EAP Response/AKA-Challenge packet to the network, which checks the validity of the RES and compute the MAC of the entire message received, comparing it with the received MAC.

13.
If both checks are correct, the network sends an EAP Success packet to the TE.

14.
The TE sends the EAP packet received in message 13 to the UICC application using +CEAP AT command.

15.
The MT performs the received +CEAP AT command (see TS 27.007 [xx]).

16.
After a successful EAP authentication, the TE shall retrieve the key material (i.e. MSK and EMSK) from EFEAPKEYS (for this purpose, the TE uses the +CERP AT command). The TE uses MSK and EMSK for security purposes, for example for WLAN link layer security

X.2.1.2
Termination in the MT

The process is shown in figure X.2.1.2-1.
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Figure X.2.1.2-1: Full authentication with EAP AKA

1.
The network sends a EAP request identity (either a IMSI or a pseudonym) message to the TE (the device providing WLAN access) in order to initiate the procedure.

2.
The TE sends the EAP packet received in message 1 to the MT using +CEAP AT command.

3.
If the MT does not have the identity available, it requests the identity from the USIM.

4.
The USIM returns the identity to the MT.

5.
The MT  inserts the identity in the EAP response identity message and sends it to the network via the TE, using the +CEAP AT command.

6.
The TE sends the EAP response identity message to the network.

7.
The network initiates the EAP AKA authentication process.

8.
The TE forwards the EAP request to the MT with all the parameters, using the +CEAP AT command.

9.
The MT sends the authentication challenge to the USIM, using the AUTHENTICATE command.

10.
The USIM replies with the calculated keys CK and IK, which will be used by the MT to derive the Master Key (MK) according to ref. [7]. The USIM also returns RES. The MK is then used as input to generate the keys needed to calculate the MAC of message 8 (which will be checked against the received one) and the new MAC for the next message.

11.
The EAP response message, sent by the MT to the TE using the +CEAP AT command, includes the RES and the calculated MAC.

12.
The TE forwards the response message to the network, which will check the validity of the RES and compute the MAC of the entire message received, comparing it with the received MAC.

13.
If both checks are correct, the network will send an EAP success message to the TE.

14.
The TE forwards the EAP success to the MT as a success indication, using the +CEAP AT command.

15.
After receiving the success indication, the MT will derive according to ref. [4] the Master Session Key and Extended Master Session Key (MSK and EMSK). The TE requests these keys, using the +CERP AT command.

X.2.2
Fast re-authentication with EAP AKA

The procedures specified in this clause use the same UICC application as the preceding full authentication. So, there is no need to run the AT command +CUAD prior to the procedures specified in this clause.
X.2.2.1
Termination in the UICC
The keys needed to protect the EAP packets are re-used from the previous full authentication process. The MSK and EMSK are calculated again using the original MK, as specified in reference [7]. For this reason, the new MSK and EMSK are transferred from the UICC application to the TE when the fast re-authentication process is finished. The pocess is shown in figure X.2.2.1-1.
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Figure X.2.2.1-1: Fast re-authentication with EAP AKA
1.
The network sends an EAP request identity message.

2.
The TE sends the EAP packet received in message 1 to the UICC application USIM using +CEAP AT command.

3.
The MT performs the received +CEAP AT command see TS 27.007 [xx]).

4.
If the UICC application received a fast re-authentication identity in the last authentication process (either full or fast), it shall reply with this fast re-authentication identity in the EAP response identity message. Consequently, the UICC application returns the EAP Response/Identity packet to the MT.

5.
The MT returns the EAP Response/Identity packet to the TE, in the + CEAP AT command response data.

6.
The TE sends the EAP Response/Identity packet to the network.

7.
The network initiates the EAP AKA reauthentication process.

8.
The TE sends the EAP packet received in message 7 to the UICC application via the MT using +CEAP AT command.

9.
The MT performs the received +CEAP AT command (see TS 27.007 [xx]).

10.
 The UICC application returns the EAP Response/AKA-Reauthentication packet to the MT.

11.
The MT returns the EAP Response/AKA-Reauthentication packet to the TE, in the +CEAP AT command response data.

12.
The TE sends the EAP Response/AKA-Reauthentication packet to the network, which computes the MAC of the entire received message, and comapres it with the received MAC.

13.
If checks are correct, the network sends an EAP Success packet to the TE.

14.
The TE sends the EAP packet received in message 13 to the UICC application using +CEAP AT command.

15.
The MT performs the received +CEAP AT command (see TS 27.007 [xx]).

16.
After a successful EAP reauthentication, the TE shall retrieve the key material (i.e. MSK and EMSK) from EFEAPKEYS (for this purpose, the TE uses the +CERP AT command). The TE uses MSK and EMSK for security purposes, for example for WLAN link layer security.

X.2.2.2

Termination in the MT

The keys needed to protect the EAP packets are re-used from the previous full authentication process. The MSK and EMSK are calculated again using the original MK, as specified in reference [4]. For this reason, the new MSK and EMSK are transferred from the MT to the TE when the fast re-authentication process is finished. The process is shown in figure X.2.2.2-1.
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Figure X.2.2.2-1: Fast re-authentication with EAP AKA

1.
The network sends a EAP request identity message.

2.
The TE sends the EAP packet received in message 1 to the MT using +CEAP AT command.

3.
If the MT received a fast re-authentication identity in the last authentication process (either full or fast), it replies with this fast re-authentication identity in the EAP response identity message.

NOTE:
The MT may need to access the USIM to check if there is a re-authentication id available. However, it is still to be decided whether the USIM will store the re-authentication identities.

4.
The MT forwards the message to the network via the TE, using the +CEAP AT command.

5.
The network sends the EAP AKA challenge with the needed parameters.

6.
The TE transfers the message to the MT with the parameters, using the +CEAP AT command.

7.
The MT uses the same keys as in the previous authentication process to calculate the MAC, and checks if it matches the received one. If it is correct, it calculates a new MAC and sends it in the response message to the TE with the Counter received from the network, using the +CEAP AT command.

8.
The TE forwards the response message to the network.

9.
The network calculates its own copy of the MAC over the received message and checks it with the received one. If it is correct, it sends a EAP success message.

10.
The TE forwards the EAP success to the MT as a success indication, using the +CEAP AT command.

11.
After receiving the success indication, the MT sends the new calculated MSK and EMSK and sends them to the TE, using the +CERP AT command.

END of 1st CHANGE

END of 2nd CHANGE

2
References

[xx]
3GPP TS 27.007: "Technical Specification Group Terminals; AT command set for User Equipment (UE)".
[xy]
ETSI TS 102.310: "Smart Cards; Extensible Authentication Protocol support in the UICC".

[yy]
ETSI TS 102.221: "Smart Cards; UICC-Terminal interface; Physical and logical characteristics".

END of 2nd CHANGE
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