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Decision/action requested

Approve the pCR below
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Rationale

  1) When integrity protection is enabled for the UP traffic, the processing load at the termination points (i.e. at the RAN or UPF) need to considered. Since the integrity protection may be in addition to the UP encryption, enabling both can consume considerable processing resources. Errors during transport while integrity protection is enabled may trigger re-transmissions consuming radio or transport resources. Hence UP integrity protection need to be enabled prudently, only when required for certain QCI or applications. Also integrity protection may not be required all the time. 

2) Three new requirements are added to support UP integrity on a per bearer basis.
pCR 

************************ Start of changes ***************************
5.1.3.3
Key Issue #1.3: User plane integrity between UE and network

5.1.3.3.1
Key issue details

Legacy GSM/GPRS security provides no explicit integrity protection of either user plane data or control plane data.  User plane data is (in most countries) encrypted, but this still provides very limited protection against a Man-In-The-Middle attacker changing that data en route, because encryption is linear (a stream cipher) and any checksums are also linear.  UMTS and LTE include cryptographic integrity protection of most of the signalling messages, but not for user plane data. For the IoT-tailored GPRS (‘Enhanced-Coverage GSM’, 3GPP Release-13), however, user plane integrity protection was added, partly due to different security threats for user plane data for IoT compared for the human usage for which GSM-LTE were mainly tailored.

If data integrity is needed, it may be enforced at the transport or application layer (typically also with additional encryption).  In this case the security endpoints will align with the service endpoints – typically either a server on the internet or (for phone calls, messages etc) another device.  Adding another layer of integrity on the radio interface serves little purpose as far as protecting the traffic is concerned (although it may serve a purpose for overall system security assurance).

However, there may be cases in which transport or application security conflict with performance constraints (latency, battery life), and bearer level integrity provides a useful compromise (as considered in 3GPP TR 33.863 [13], for instance).

There is also a risk of a session as a whole being hijacked, and used to insert quantities of rogue data into a mobile connection (either to increase subscriber bills, or to waste resources carrying the data to the service end-point, where it will be rejected anyway).

The use of Message Authentication Codes is only appropriate for packets that should be received 100% correctly (after any error correction).  Bit errors are common in cellular transmissions.  Some user plane traffic is still valuable when received with a few bit errors, and should not be rejected just because one or two bits are wrong; voice and video codecs tend to be error tolerant, for instance, or else there may be error correction at a higher layer.

Whether user plane is terminated in the AN or in the CN, enabling integrity protection on user plane needs additional resources.  Enabling UP integrity protection may or may not be in addition to the UP encryption. Also only certain bearers would need the UP integrity protection, not all the bearers between the two endpoints. Hence enabling the UP integrating should be done on a bearer basis and not globally for all bearers. Depending on the bearer type, integrity protection may be needed for the whole life time of bearer while in some cases it may be required only when trigger conditions are present in the radio or transport link. Enabling UP integrity need to be considered at the granularity of a bearer and the duration whether whole life time of bearer or when certain trigger conditions are present. 
Descriptions on the security termination point, granularity and security policy could be referred to the Key issue #1.3: User plane confidentiality part.

5.1.3.3.2
Security threats

User plane security could be compromised if an attacker can influence the selection of the security termination point.

Next generation network will include middle nodes in open environments e.g. heterogeneous access, NFV, thus the termination point of the current UP-traffic protection is less secure.

In cases where end to end (transport or application layer) security protocols are ruled out by performance constraints, user plane traffic could be forged or modified by an attacker.

An attacker could inject rogue data into an established traffic channel, raising the subscriber’s bill (or simply wasting network or device resources).

5.1.3.3.3
Potential security requirements

-
Integrity protection is optional to support for UE and mandatory to support for network endpoint; even when both UE and network support it, it is still optional to use.  At least two alternative and substantially different algorithms should be supported.

-
The selection of the feature and the algorithms, according to the capabilities supported by the UE, shall be under network control.

-
A mechanism should be available to detect (substantial) unauthorised insertion of rogue data onto an established traffic channel. 

-
The selection of the different security termination points shall be under network control.
- A mechanism should be available to initiate UP integrity on a per bearer basis, whether UP termination is in the AN or in the CN.
- It should be possible to indicate whether integrity protection is enabled for the life time of the bearer or it is started and stopped based on trigger conditions.
- It should be possible to define trigger conditions to start or stop UP integrity protection on a bearer, if needed.   
****************** End of Changes***********************
