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1
Decision/action requested

This contribution proposes to delete the EN related to NR algorithm selection in conclusions for EN-DC in TR 33.899
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3
Rationale

There are two variants considered in [1] regarding how the eNB determines the NR security algorithms supported by the UE. In variant 1, eNB requests UE’s new NR security algorithms support by using the existing UECapabilityEnquiry message. In variant 2, the UE indicates support for new security algorithms in NR in NAS layer to the MME. The MME then indicates to the LTE eNB over S1 interface the UE support for the new security algorithms in NR. SA3 had requested CT1 and RAN2 for the feedback on the both variants.

In [3], RAN2 replied stating a preference for variant 2:

“RAN2 preference is that the security capabilities are transferred in NAS (as for LTE today) regardless of whether only existing algorithms are used or if new algorithms are introduced for NR (and LTE).”
It should be noted here that RAN2 does not seem to have identified any issues with variant 1.

CT1 replied with the following:

“CT1 agrees that there is NAS impact in variant 2 of the solution for algorithm selection as described in S3-170950 provided by SA3. For the NAS part of this solution variant, additional support indicators can be added in the UE network capability IE in Attach Request and Tracking Area Update Request messages.

CT1 however understands that MME will be impacted to evaluate the support indicators and inform the eNB via S1 as this is not done in an MME transparent way.

Based on the needed evaluation of added 5G algorithm support indicators by the MME, the majority of companies in CT1 has a preference for variant 1 of the solution which does not impact the MME.”
Since it is desirable to avoid impacts to MME due to EN-DC, SA3 previous conclusion that variant 1 is preferred remains valid. Therefore, it is proposed to delete the related Editor’s Note in the conclusions related to EN-DC in TR 33.899.
4
Detailed proposal

It is proposed that SA3 approve the below pCR deleting the EN.
***************** BEGIN CHANGES ***********************

5.4.5.2

Dual Connectivity architecture options 3/3a/3x (Non-Standalone NR with LTE anchor, EPC connected)
For the Dual Connectivity architecture options 3/3a/3x (Non-Standalone NR with LTE anchor, EPC connected) or EN-DC, the following is concluded for DRB termination:

· Option 3 does not have any security impact on NR/gNB.

· Option 3a can be supported without any security impacts to DC security procedures defined for LTE or with relatively minor enhancements to it.

· For Option 3a, Variant 1 of solution 2 in Solution #4.12 is preferred. 

· Option 3x can reuse the security procedures defined for Option 3a.
For the Dual Connectivity architecture options 3/3a/3x (Non-Standalone NR with LTE anchor, EPC connected) or EN-DC, the following is concluded for SRB termination:

· MCG SRB and MCG split SRB options do not have any security impact on NR/gNB and the LTE PDCP ciphering and integrity protection for RRC messages can be used as is with EN-DC.

· For SCG SRB (at SgNB) option, NR RRC ciphering and integrity protection keys are derived by the SgNB using S-KeNB that is provided by the MeNB. The SgNB uses its own key derivation function to derive the ciphering and integrity protection keys. 

Editor’s Note: It should be further studied whether adding an RRC control function to the SeNB and deriving its protection keys from the S-KeNB introduces new threats. If so, these threats need to be dealt with.
************************ END OF CHANGES ***********************

