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1
Decision/action requested

It is proposed that SA3 approved the below pCR on questions and interim agreements on the derivation of the anchor key
2
References

 [1]
TR 33.899 v1.1.0
3
Rationale

SA3 have agreed that all primary authentications will result in an anchor key that will end up in SEAF in the serving network (see question in E.1.2.1). The authentication will also result in a key being kept in the AUSF in the home network (see question in E.2.0.1). In this contribution, we discuss some of the properties of these keys and propose some questions and interim agreements on their derivation. 
It was agreed at the last meeting that the EAP framework will be supported for authentication on non-3GPP and 3GPP access and normatively standardised authentication methods will be EAP-AKA’ and EPS AKA*. 
One of the security requirement in 5G was the ability to bind the key resulting from the authentication to a serving network. In our view, it would be a retrograde step to not include such binding in all supported authentication methods in 5G. Not all EAP method support the ability to bind a key resulting from the authentication to a serving network. 

Proposed interim agreement 1: Binding the anchor key to the serving network shall be supported in 5G for all authentication methods.

As discussed in solution X.Y in [1], the means that for general EAP methods it is better to use keys derived from EMSK rather than MSK as the keys sent to the serving network. The reason is that MSK may be used in a non-5G use case and hence may be available to a non-AUSF. If this happens and MSK is used to derive the 5G keys, then an attacker with access to one of these non-AUSFs that gets MSK would be able to impersonate a 5G network. 

While this problem can be mitigated with an appropriate choice of AT_KDF_INPUT attribute in EAP-AKA’, it seems simpler in a unified authentication framework to have all EAP methods behave in the same way. For EAP-AKA’ this would mean that the key sent to the serving network is also calculated from the EMSK that resulted from the authentication and some variables to bind the key to the serving network 
Proposed interim agreement 2: When EAP is used, the key stored at the AUSF is the EMSK. EMSK is used to calculate the keys that are sent to a SEAF.
Turning our attention to EPS-AKA*, we can come to similar conclusions, that the key sent to the serving network should be derived from the key stored at the AUSF to ensure that the same key calculation is done in all cases. 
Proposed interim agreement 3: The anchor key sent to the serving network is derived from the key stored at the AUSF and a variable to bind the key to the serving network.
Finally, we would like to consider whether the keys sent to the serving network can be the same as the KASME that is supplied to the MME in 4G. The simple answer is no. This is because the anchor key in 5G is used to generate keys for many different use cases and not all of these use cases would want to have the MME know the key (e.g. a service like BEST where a key is used to protect the data over the top should not have the key available in the MME). 
Proposed interim agreement 4: The anchor key for 5G shall not be KASME.
4
Detailed proposal

It is proposed that SA3 approve the below pCR to capture the above proposals in TR 33.899. 
**** First Change ****

E.2.1.X 
Binding the anchor key to the serving network
E.2.1.X.1 
Description of Question

Question: Shall the anchor key be bound to the serving network
E.2.1.X.2 
Interim Agreement

Yes.
E.2.1.(X+1) 
Key to store in AUSF when using EAP
E.2.1.(X+1).1 
Description of Question

Question: Shall EMSK be the key that is stored in the AUSF when EAP based authentication is used?
E.2.1.(X+1).2 
Interim Agreement

Yes.
E.2.1.(X+2) 
Deriving the anchor key from the key at the AUSF
E.2.1.(X+2).1 
Description of Question

Question: Shall the anchor key sent to the SEAF be derived from the key stored at the AUSF?
E.2.1.(X+2).2 
Interim Agreement

Yes.
E.2.1.(X+3) 
Can anchor key be KASME
E.2.1.(X+3).1 
Description of Question

Question: Can the anchor key sent to a SEAF be KASME?
E.2.1.(X+3).2 
Interim Agreement

No.
**** End of Changes ****

