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1
Decision/action requested

Update and resubmission of S3-170781
It is proposed to approve the changes in clause 3 for inclusion in TR 33.899.
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Rationale

This contribution proposes a new solution for a PDU session-specific security negotiation to configure the security of the serving Radio Bearers. The negotiation is limited to the activation/deactivation of UP integrity protection and ciphering possibly separately. The rationale behind this proposal is included in a companion contribution [1].
4
Detailed proposal
Note to rapporteur: All this text is new
***
BEGIN CHANGES
***

5.1.4.z
Solution #1.z: PDU session-specific security negotiation

5.1.4.z.1
Introduction  

This solution addresses key issues #1.3, #1.4, #1.16 and #8.2. Furthermore, it is assumed that UP security is terminated in the RAN. However, the negotiation procedure described below could be easily adapted to cases where UP security is terminated in a UPF. 
5.1.4.z.2
Solution details 

5.1.4.z.2.1
General 

The service access model in Next Generation systems is based on the PDU session concept. A PDU session represents and e2e UP service-specifc channel between the UE and the DN. PDU sessions are not shared among Network Slices; neither are Radio Bearers amomg PDU sessions. Therefore, PDU sessions are the right level of granularity for the negotiation of the security features for UP protection.

From a service level perspective, the activation/deactivation of the UP integrity or ciphering protection would be the most relevant security features that could be negotiated on PDU session-specific basis. It is not expected that there will be services that could benefit from the negotiation of the used algorithms. This could be introduced in later releases if deemed necessary.

5.1.4.z.2.2
Negotiation mechanism

Figure 5.1.4.z.2.2-1 illustrates the security negotiation procedure. It is based on a simplified version of the PDU session establishment flow in clause 4.3.2 of TS 23.502 [83]. Steps 1, 2, 3, 4 and 5 in the figure below correspond respectively to steps 1, 3, 10, 11 and 12 in the baseline. The description of the setps is provided below.
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Figure 5.1.4.z.2.2-1: PDU session-specific security negotiation procedure
1. The UE sends a PDU session establishment request possibly including the security preferences. Note that such PDU session-specific security preferences could be already included in the subscription profile and can be retrieved from the UDM together with any other relevant information later in the process. In such case, it might be not needed that the UE indicates its preferences in the initial message.

2. 
The AMF sends an SM Request with a PDU Session Establishment Request message possibly including the UE security preferences. However, as described in the previous step, such preferences are not necessarily needed if already included in the subscription profile. This does not preclude the case where the policy is coming from the Home Network. The AMF could also override the preferences. In the figure whenever there is a possibility for a Network Function to act on and potentially override the UE security preferences, then this is captured in a diamond box.

3. 
The SMF replies to the AMF with an SM Request Ack with a PDU Session Establishment Accept message including further information on the UE security preferences or any relevant decision.

4. 
The AMF sends to the RAN an N2 PDU Session Request Message including the security preferences or decisions for this session. Regardless of the outcome of the security decision in the CN, the RAN must be made aware of it. This is only place in the flow where such information can be sent.

5. 
Finally, the RAN runs the resource setup procedure for this PDU Session. It is only in this procedure that the UE is made aware of the result of the negotiation to be able to act and set up the security accordingly.

5.1.4.z.3
Evaluation

The solution enables the negotiation of some of the UP protection security features on a PDU session-specific basis.
The solution does not incur any additional signalling since the required security information is transported using messages from existing procedures as shown in Figure 5.1.4.z.2.2-1.

The solution does not preclude less granular security negotiation schemes, i.e. on a Network Slice-specific basis. This is because PDU sessions are Network Slice-specific.
***
END OF CHANGES
***
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