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1      Introduction
In RAN #97, RAN2 issued an LS asking SA3 if it has any security concerns regarding WT MAC address is provided to the eNB that may be in a different operational domain.  The content of RAN2 LS is as follows:

“

In order for a LWA UE to send UL Data over WLAN when configured with LWA, it needs the WT MAC address in the WLAN domain to be used for uplink transmission over WLAN. 

During RAN2#97, the following agreement has been taken by RAN2 with regard on how the WT MAC address to be used for UL transmissions over WLAN due to LWA may be provided to the UE: 
“the WT MAC address is provided from the eNB. It does not preclude other solutions being used in deployments”.

RAN2 kindly asks SA3 if it has any security concerns regarding this approach in which the WT MAC address in the WLAN domain is provided to the eNB that may be in a different operational domain.

“
In this contribution, we discuss options for providing WT MAC to UE and propose a recommendation to reply to the RAN2 LS.  
2      Discussion
2.1     Background

In order for an eLWA UE to send uplink traffic over WLAN access, the UE must populate the “Address 3” field of the 802.11 header, which normally carries the “Destination Address” (DA). The DA is often not the same as the “Receiver Address” (RA, sent in the “Address 1” field of the 802.11 header). For example, in the UL the RA would normally be the MAC address of the AP, while the DA would be the MAC address of the next hop router. In some scenarios, e.g. when the AP and the WT are not-collocated, the next-hop router is the WT, in which case MAC address of the WT needs be known by the UE (so that the UE uses the WT MAC address in the DA 802.11 field). The WT MAC address may be made available to the UE via the current procedures using eNB signaling as specified in TS36.463.  In addition, when AP and WT are co-located, the UE may simply use the AP’s MAC address, instead of WT’s MAC address, in the DA field (i.e. in this case the DA and the RA 802.11 fields may be identical). 
Certain concerns have been raised related to the issue of “exposing WT MAC address to the cellular domain”. Since 802.11 header is not encrypted, all the information contained in it (including the DA and RA addresses), cannot be considered sensitive. In particular, the WT MAC address (with or without the enhancements discussed here) is sent over the air in the clear and hence it can be easily be obtained by an attacker or third-party. Therefore, we do not consider WT MAC address, which is sent in the clear over the air in every packet, a “sensitive information” which must be protected from the cellular domain. 
Observation 1: In normal WLAN operation, WT MAC address is broadcasted over the air in clear (in 802.11 DA field)
Additionally, in eLWA solution, eNB is located in a trusted operational domain as there is a trust/security association between the WT and the eNB. Furthermore, WT MAC address is communicated to eNB from WT over a secure and protected channel as specified in TS 33.401. Therefore, there is no security issue in providing the WT MAC address to the eNB as it is not less secure than broadcasting the same information in the clear over the air in the 802.11 radio link.
Observation 2: In LWA, the WT MAC address is communicated to the eNB located in a a trusted operational domain via a secure channel.
Therefore, we conclude that there is no security concern with communicating WT MAC address to UE via eNB.
3      Conclusion
It is proposed for SA3 to send a reply to the RAN2 LS indicating that SA3 does not see any security concerns regarding the current approach in which the WT MAC address in the WLAN domain is provided to the eNB that may be in a different operational domain, because 

1)  Although eNB may be located in a different operational domain, it is considered a trusted operational domain as there is a trust/security association between the WT and the eNB.  And furthermore, WT MAC address is communicated to eNB via secure and protected channel as specified in TS33.401.

2)   WT MAC address can be obtained by third-parties as it is broadcasted over 802.11 radio link. Therefore, there is no security issue in providing the WT MAC address to the eNB as it is not less secure than broadcasting the same information in the clear over the air in the 802.11 radio link.
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