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1	Decision/action requested
Agree on the pCR below for TS 33.501.
2	References
[1] 3GPP TR 33.899v1.1.0 (2017-3) Study on the security aspects of the next generation system
[2]	IETF RFC 5216:"The EAP-TLS Authentication Protocol". 


3	Rationale
In the 3GPP SA3 #86bis meeting in March 26-31, 2017, an agreement on non-AKA based authentication has been reached as follows:
“Exactly which EAP methods shall be standardized for NextGen access in 3GPP? 

 [S3-170891]- The following EAP method shall be standardized in phase 1:  EAP AKA' 
An additional EAP method  is described in an informative annex as an example on how the NextGen authentication framework for primary authentication can be applied to other EAP methods than EAP AKA'. 
The specific additional EAP method is decided in normative phase. 
The additional EAP methods are assumed to be used in special use cases as specified in TS 22.261”
In another agreement, it states that in the phase 1 of 5G, the SEAF collaborates with AMF as follows:
“Should the security anchor be separate from the mobility management and session management?
[S3-170908] – In 5G phase 1, the SEAF and the AMF are co-located. The SMF is a separate entity, as defined in TS 23.501. The key hierarchy is done in phase 1 such that AMF and SEAF can be separated in later 5G phases.”

In yet another agreement, it states that:
“[S3-170639] There shall be a single termination point for integrity protection for all NAS messages, including MM and SM messages. This point shall be the AMF.”
Since the SEAF collocates with AMF, therefore, AMF plays the role of Authenticator of EAP framework. 
Based on the agreements, we propose an example usage of EAP-TLS for both 3GPP and non-3GPP acces for the 5G networks. 

4	Detailed proposal

It is proposed to approve below pCR. Since all texts are new, revision mark is not used.
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Annex X Authentication
X.1 Example of Using non-AKA based EAP method in 5G Networks

X.1 Introduction
The authentication framework of 5G system supports the Extensible Authentication Protocol (EAP). EAP [x1] provides a generic framework for authentication between peer and authentication server. Different authentication methods can run over the EAP authentication framework, e.g. EAP-AKA’, EAP-TLS, and EAP-PSK etc. 
EAP-AKA’ is adopted by 5G network for the authentication over both 3GPP and non-3GPP accesses. 
TS 22.261 requires that 5G network shall support alternative authentication methods (i.e., alternative to AKA) [x3]. EAP-TLS is one the most popular mutual authentication method for non-AKA authentication hence a generice procedure of using EAP-TLS over the 5G network is described in this section. 

X.2  Authentication Procedure for using EAP-TLS over 5G Networks 
EAP-TLS is a mutual authentication protocol that can be used by peer and serve in authenticate with each other. It is specified in RFC 5216 [x2]. 
In EAP authentication framework, there are three entities involved in the authentication, that is, peer, authenticator and server.  With the 5G authentication framework specified in this document, the peer entities resides in the UE, the authenticator resides in the AMF and the authentication server entity is within the AUSF.  
EAP-TLS protocol supports peer and server authenticating with each other using certificates. The certificates here usually refer to certificate defined by X.509 [3].  Therefore, in the following, we assume that both UE and AUSF are pre-installed with X.509-based certificates. 
When UE acceses the network via a 5G radio access network, EAP-TLS authentication procedure is shown in figure X.1-1. 
[image: ]
Figure X.1-1 Using EAP-TLS in 5G Networks
The details of the steps are as follows:
1. UE sends registration message to the RAN
2. RAN selects the AMF
3. RAN forwards the Registration  Request to AMF
4. AMF selects the AUSF based on the UE’s identifier. 
5. AMF sends an authentication and Authorization (A&A) Request to AUSF, UE identitfier and SN_id are included in the request
5a. After receving A&A request from AMF with identifier and SN_ID, in case AUSF cannot resolve the identifier in the request, AUSF may send EAP-Request/Identity to AMF, which is enclosed in an A&A Ans. 
5b. AMF forwards the EAP-Request/Identity to UE through NAS-EAP message
5c. UE send its EAP-Response/Identifier message through eNAS-EAP message to the AMF. 
5d. AMF forwards the EAP-Response/Identifier message to the AMF with A&A Request message. 
6. With the received identifier from AMF, the AUSF decides which EAP method should be used for authentication with UE. Assuming EAP-TLS is chosen. Then AUSF sends an EAP-Request/EAP-TLS [TLS start] message to the AMF. 
7. AMF forwards the EAP-Request/EAP-TLS [TLS start] to the UE. 
8. After receiving the EAP-TLS start message from AMF, UE replies an EAP-Response/EAP-TLS [Client Hello] to AMF
9. AMF forwards the EAP-Response/EAP-TLS [Client Hello] to AUSF. 
10. AUSF replies to the UE with EAP-Request/EAP-TLS, which further includes Server Hello, Server Certificate, Server key exchange(kexS), certificate request, server hello end. 
11. AMF forward theEAP-Request/EAP-TLS with server hello， Server Certificate,  Server key exchange(kexS), certificate request, server hello end to UE through eNAS message. 
12. UE authenticate the server by verifying its certificate and the signature contained within kexS. 
13. If authentication is success, then UE replys with EAP-Response/EAP-TLS[Client Certificate(certC), Client Key Exhange(kexC), Celient Certificate Verify(sigC), Change Cipher Spec, Client finished(cvd) ] .
14. AMF forwards the message with EAP-Response/EAP-TLS[Client Certificate(certC), Client Key Exhange(kexC), Celient Certificate Verify(sigC), Change Cipher Spec, Client finished(cvd) ] to AUSF. 
15. AUSF verify the certificate of client and also the sigC with client certificate. If the verification is success, then AUSF authenticates the UE. 
16. AUSF sends EAP-Reuqest/EAP-TLS[Change Cipher Spec, Server finished(svd)] to the AMF.
17. AMF forwards EAP-Reuqest/EAP-TLS[Change Cipher Spec, Server finished(svd)] to the UE with eNAS-EAP message.
18. UE generated KSEAF based on the parameters exchanged. 
19. UE sends an empty EAP-TLS message to the AMF, eNAS-EAP(EAP-Response/EAP-TLS[empty]) to the AMF.  At this step, UE can derive the Master secret based on the parameter exchanged. 
20. AMF further forwards the EAP-Response/EAP-TLS[emptu] to the AUSF.  After this step, AUSF can derive a Master Sceret based on the parameter exchanged. 
21. UE generated KSEAF based on the parameters exchanged. 
22. AUSF sends an EAP-Success to the AMF together with KSEAF derived.
23. AMF stores the KSEAF.
24. AMF forwars the EAP-Success to the UE and the authentication procedure is finished. 

X.3 Summary
Procedures of using other EAP methods such as EAP-PSK, EAP-TTLS etc. over 5G networks can follow a similar procesdure as shown in above. 
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