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1
Decision/action requested

This paper proposes a key issue on CP security between eRemote UE and network based on SA1 requirement and agreed protocol of RAN2.
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3
Rationale

Based on the description of SA1, 

”The Evolved ProSe Remote UE will be visible to and controlled by the 3GPP network when connected via an Evolved ProSe UE-to-Network Relay.” 
“The 3GPP network shall be able to identify, authenticate, address and reach an Evolved ProSe Remote UE when it accesses the 3GPP network via an Indirect 3GPP Communication.”
For R13 layer-3 Relay, Remote UE is invisible to the network, so no context is allocated for the R13 Remote UE. For R15 layer-2 eRelay, the network shall be able to manage eRemote UE accessing network indirectely either at CN or at RAN. 
Control plane protocol examples for a layer-2 evolved UE-to-Network Relay (PC5 and non-3GPP access) defined by RAN2 in 36.746 are as following:
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non-3GPP access
From the protocol there is NAS layer between eRemote UE and CN, and RRC layer between eRemote UE and eNB. Consistent with EPS, the NAS and RRC signalling shall be integrity and confidentiality protected. Hence a security context shall be established at CN and RAN entities.  
4
Detailed proposal
X.y
Key Issues on authentication and authorization for indirect 3GPP communication
X.y.1
Issue detail
In R15 evolved ProSe UE-to-Network Relay, the network shall be able to identify, address, authenticate and reach eRemote UE when it accesses to network indirectly. Based on the control plane protocols defined in TR 36.746, there are NAS and RRC layer for eRemote UE when connecting network indirectly via eRelay UE. Consistent with EPS, the NAS and RRC signalling shall be integrity and confidentiality protected. Hence a security context shall be established at CN and RAN entities. 
X.y.2 Security threats
Without integrity protection, the signallings between UE and network can be modified, injected and replayed by the attacker, which can lead to some severe attacks such as UE impersonation, false network.

Without confidentiality protection, the signallings between UE and network can be eavesdropped by the attacker or a misbehaving eRelay UE, which can lead to some attacks such as tracking eRemote UE or collecting eRemote UE’s privacy information.
X.y.3 Potential security requirements
Requirements on NAS and RRC signalling protection from TS 33.401 clauses 5.1.3 and 5.1.4 apply.
_1550298855.vsd

_1550298960.vsd

