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1
Decision/action requested

SA3 is kindly requested to accept the proposed conclusion as in section 4 into TR33.899 v1.1.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v1.1.0 Study on the security aspects of the next generation system
[2]
Solution for IMSI Privacy while meeting LI Requirements, SA3-171187, SA3#87
3
Rationale

Security Area #7 is dedicated for the subscription permanent identifier (IMSI) privacy. All key issues listed in this section are focused on achieving this very specific objective. As it is well known, identifying the subscriber is vital in order for the serving and the home network to be able to provide the requested service(s) and thus, providing IMSI privacy in all scenarios and at all times may become chanllenging for some solutions. 
In order to have an objective and fair evaluation of all solutions which address IMSI privacy (Key Issue 7.2), the following criteria will be used for the evaluation of following solutions: 7.2, 7.3, 7.4, 7.8, 7.9, 7.10, 7.11, 7.12, 7.14, 7.15, and 7.1x (IMSI privacy while meeting LI using Initial Authentication Enhancement).
1. Solution ability to provide IMSI privacy in all cases and scenarios including initial attach.

2. Solution ability to meet LI requirements as per interim agreement E.7.2.1.2.1.
3. Whether the solution requires asymmtric keying technology.
4. Whether the solution requires the deployment of Global inter-operator PKI.
5. Whether the solution requires MCC+MNC to be transmitted on the clear and how often it is required.
6. Whether the solution requires preconfiguration of specific security credentials and/or parameters (e.g., IMSIpseudo, MSPN)? If yes which ones? 

7. Whether the solution requires synchronization with the home network and how often this synchronization is required.
In the following, all IMSI privacy solutions will be evaluated against the above listed criteria and this evaluation will be captured in a summary table. Conclusion and recommendation will be presented in section 4 of this contribution.

Evaluation of IMSI Privacy Solutions

Solution 7.2:

1. This solution requires a UE certificate to allocate the HN public key and also requires a vlaid mechanism for certificate revocation. 
2. Although, it provides privacy in all scenarios but it also requires Global inter-operator PKI. 
3. In addition, this solution requires MCC+MNC to be transmitted on the clear. It is not clear how often the MCC+MNC is transmnitted on the clear. 
4. In addition, it does not mention how this solution meets LI requirements.
Solution 7.3:

1. IMSIpseudo is required to have same MCC+MNC as IMSI. This reduces the available range of IMSI(s) to operator by more than one-half. In addition and in order to have IMSIpseudo changes from time to time, it will create complexity to have these IMSIpseudo recycled. The solution admits the difficulties of managing IMSIpseudo but comes short of providing a mechanism that can reasonably address the issue other than some recommendation for the UE to ensure the new IMSIpseudo is different than all previously assigned ones. Even this suggestion is not reasonable as it requires the UE to keep track of all old IMSIpseudo.

2. HN public key is used to encrypt IMSI in Initial attach. Solution proposes the HN public key to be stored in UE which a little difficult, however, storing the public key in the USIM is more secure but have the backward compatibility issue for 4G USIM.

3. As per the details of the solution, it requires the UE to have a certificate and if that is the case, then this solution requires Global PKI to work. However, it does not explain what UE needs certificate for. Since the solution proposes saving the HN public key in the UE, then it is possible the UE certificate is used for the UE to request the HN public key from a CA, for example.

4. Since IMSIpseudo is used after initial attach, MCC+MNC are communicated on the clear more often than the initial attach.

5. This solution does not have a mechanism to address the LI requirements.

Solution 7.4: 

1. It does not guarantee IMSI privacy in all scenarios, especially it suggests sending IMSI on the clear during initial attach.

2. Solution does not specify where the PMSI is configured, ME or USIM?

3. Next assigned PMSI is encrypted by the HN using some encryption key that is not defined in the solution. If at all this is possible, the PMSI and the encryption algorithms, etc. must be saved in USIM.

4. It requires MCC+MNC to be transmitted on the clear. However, since PMSI has the same format as IMSI, it requires the transmission of MCC+MNC on the clear more often than the initial attach.

5. As in solution 7.3, it reduces the range of available IMSI to the home operator.

6. It also introduces a new complexity by requiring an acknowledgement message between the UE and the HN (through SN) to confirm receiving the PMSI.
Solution 7.8: 

1. Opportunistic encryption for IMSI exchange; it proposes the use of DH to establish an encryption channel over the air interface.

2. It does not explain how the UE/Subscriber would be able to identify itself the first time during initial attach. It is either does not address initial attach or it requires UE certificate and thus it shares the shortcoming of solution 7.2 which requires Global inter-operator PKI.
Solution 7.9 & 7.10: 

1. Similar solutions which propose to use of DH to generate an encryption key for encrypting the IMSI over the air.

2. The problem with this solution is the serving network goes through the DH procedure without knowing whether this UE is legitimate or not. It is a lengthy process that is vulnerable to easy DoS attack.

3. They are similar to solution 7.8, they either do not address initial attach or require UE to have a certificate and thus it shares the shortcoming of solution 7.2 which requires Global inter-operator PKI.

Solution 7.11: 

1. This solution proposes identity based public keying technology with two destination:

a. Serving Network

b. Core network, let us call it HN.

2. In the case of SN being the destination of the encryption, the UE is required to have KMS public key to be used with the SN identity to encrypt the subscriber permanent identifier. 
3. This solution can meet the LI requirement.
4. If the encryption terminates at the HN, then it depends on how the HN KMS public key and ID is delivered to the UE.
Solution 7.12: 

1. It requires configuring initial P-IMSI at manufacturing time to address initial attach. During Initial attach a newly allocated P-IMSI is communicated on the clear to the UE. 

2. It requires synchronization probably more often as the P-IMSI is associated with the AV RAND. 

3. Since P-IMSI uses the same format as IMSI, It reduces the operator available IMSI space and also increases the number of times MCC+MNC is transmitted on the clear.

4. Currently, it is not clear how this solution meets the LI requirements.

Solution 7.14: 

1. It proposes the use of Attribute-Based encryption which is fundamentally an evolution of Identity-Based encryption.

2. It requires SSS technology which creates another level of inter-operator Global key management complexity similar to Global inter-operator PKI.

3. It requires a mechanism for Attribute revocation.

Solution 7.15: 

1. It proposes achieving IMSI privacy by using public key encryption based on Elliptic Curve Integrated Encryption Scheme (ECIES) in general terms where the other end could be either the serving network or the home network. 

2. If negotiation is between the UE and the serving network, the proposal requires Public key of the serving network to be available at the UE and thus require a Global inter-operator PKI.

3. If SN public/private keys are utilized, then it meets LI and does not need to transmit MCC+MNC on the clear.
Solution 7.1x: 

1. Details of the solution in [2]. It requires availability of home network public key(s) in the USIM or the ME.

2. It provides IMSI privacy in all scenarios including initial attach. 

3. It meets the LI requirements.

4. It does NOT require Global inter-operator PKI.

5. It requires the transmission of MCC+MNC-like information during initial attach.
6. It requires EPS-AKA with initial authentication enhancement which securely allows the SN (if needed) to communicate its public key to the UE and that can be used in the future to protect IMSI and MCC+MNC if needed.
The below table captures the summary of the evaluations of all the above mentioned solutions.
	Solution

No.
	Criteria 1

All Scenarios
	Criteria 2

LI Reqs.
	Criteria 3

Asymmetric Keys
	Criteria 4

Require PKI
	Criteria 5

MCC+MNC 
ON Clear
	Criteria 6

Preconfiguration Required
	Criteria 7
Sync Required

	7.2
	Yes
	NO.
	Yes.
	Yes. 

Require UE certificate to get HN Kpub.

	Yes. 
More than Initial Attach.
	Require UE cert. & PKI to allocate HN public key & Possible Revocation.
	No.

	7.3
	Yes.
HN Kpub. for Initial attach.
	No.
	Yes.
	No.
	Yes.
More than Initial Attach.
	IMSIpseudo is required. 
Require HN Public key in USIM or OTA.
	Yes.

	7.4
	NO. 

Not initial attach.
	Yes.
IMSI clear in initial attach.
	No.
	No.
	Yes.
More than Initial Attach
	· PMSI is configured, ME or USIM?!

· Next PMSI is encrypted by HN w/o clear details.
	Yes.

	7.8
	Yes.

UE-SN case not clear how SN identifies UE.
	Yes.
	Yes. Requires UE certificate for initial attach.
	Yes.
	No.
	UE certificate.
	No.

	7.9/7.10
	Yes.
	Yes in case UE-SN case.
	Yes. Requires UE certificate initial attach.
	Yes in order to work during initial attach.
	No.
	UE certificate.
	No.

	7.11
	Yes.
	· Yes using SN Kpub.
	Yes
	Requires KMS.
	· No using SN Kpub.
	Requires KMS public key.
	No.

	7.12
	Not in Initial attach.

Initial MSPN at manufacturing.
	No.
	No.
	No. 
	Yes.

More than Initial Attach
	MSPN unique for every AV; difficult to scale.

Requires per-UE MSINASSOC at UE/HN.
	Yes.
Tied to AV RAND increase the possibility.


	7.14
	Yes.
	Yes when using SN public key.


	Yes.
	No. But requires inter-operator SSS.
	No if SN ID is used. 
	Global-Secret Key inter-operator SSS.
	No. Revocation is an issue.

	7.15
	Yes.
	Yes using SN keys.
	Yes.
	Yes.
	No if using SN keys.
	SN and/or HN public keys.
	No.

	7.1x [2]
	Yes.
	Yes
	Yes
	No.
	Yes. In Initial attach.
	Only HN public key.
	No.


4
Detailed proposal
The following conclusion summarizes whether the solution meets the IMSI privacy in all scenarios; meeting LI requirements; and whether it requires the deployment Global inter-operator PKI or not.

1. Solution 7.2: Yes, Yes, but requires Global inter-operator PKI and UE certificate.

2. Solution 7.3: Yes, No, but requires IMSIpseudo allocation and configuration in USIM and HN public key. It requires synchronization. It increases the number of times MCC+MNC is transmitted on the clear.

3. Solution 7.8, 7.9, and 7.10: Yes, Yes, but require Global inter-operator PKI. It increases the number of times MCC+MNC is transmitted on the clear.
4. Solution 7.11: Yes, Yes when using SN identity; It requires Global inter-operator-PKI-like deployment.

5. Solution 7.12: Yes, No, but it requires configuring initial P-IMSI at manufacturing time. It also requires possible synchronization which is high because of tiying MSPN to AV RAND. It also increases the number of times MCC+MNC is communicated on the clear.

6. Solution 7.14: Yes, Yes, but this solution requires SSS which requires inter-operator Global secret key management similar to Gloabal inter-operator PKI and it requires Attribute revocation.

7. Solution 7.15: Yes, Yes if using SN public/private keys, but requires Global inter-operator PKI.

8. 7.1x (IMSI privacy while meeting LI using Initial Authentication Enhancement): Yes, Yes, but it uses home network public key encryption which requires HN public key configuration in USIM. It does not require Global inter-operator PKI. It transmits MCC+MNC during initial attach.
