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1
Decision/action requested

SA3 is kindly requested to accept the proposed changes in section 4 into TR33.899 v1.1.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v1.1.0 Study on the security aspects of the next generation system
3
Rationale

Solution 2.11 used the authentiucation mechanism as one of the services that the UE may request from the network. However, this solution proposal is generic and can be used by the network for any service that use a control messaging between the UE and the network.
In addition, this contribution is trying to address four points that were raised and were documented as an EN and in the evaluation section.

Point No. 1:

“The procedure for handling Illegal UE repeated authentication may introduce a DoS attack on a specific UE using this UE specific temporary or permanent Identifier.”

The solution requires the access point (gNB) to enforce a backoff timer for the Illegal UE using the UE Temp ID or a longer term identifier. In comparison to EPS, RRC Connection Request contains the UE NAS Identifier which could be S-TMSI or a random number. In addition, the UE is identified by a C-RNTI.

Since the Illegal UE may spoof the NAS temporary ID of a legal UE, the access node shall enforce the blocking policy by validating two of the UE identifiers, e.g., S-TMSI and C-RNTI. The gNB shall ensure that the UE meets both conditions in order to be blocked for the period of time specified. If any UE fails both or any of these two IDs, the UE shall not be blocked.

A new text under section 5.2.4.11.2 as shown in section 4 below has been added to clarify the solution. Thus the above note in the evaluation section will be deleted.

Point No. 2:

“Editor’s Note: This solution interworking with privacy solutions is ffs.

Since RRC Connection Request never allows the IMSI to be communicated, the subscriber permananet identifier (IMSI) privacy is never an issue in this solution. The Authenticator does not need to identify the UE to the gNB using its Subscriber IMSI rather it always uses the UE temporary identifier. Thus the above EN will be deleted.

Point No. 3:

“Editor’s Note: This solution assumes that the UE is capable of triggering the authentication procedure. This solution needs to be revisited if a UE triggered authentication mechanism is considered for NextGen.”
This solution never assumed that the UE can start the authentication process. However, a legal or illegal UE can trigger the authentication mechanism by initiating the attach procedure. Although, the proposed solution is generic enough to be applicable in any case that involves control protocol between the UE and the network, an illegal UE may trigger the network authentication by starting an attach procedure which would consequently triggers the network to authenticate the UE. With this in mind, the above EN will be deleted.
Point No. 4:

“Editor’s Note: This solution does not address the case of malicious UE that keeps changing its ID.”
In the case of illegal UE that is heavily infected and probably remotely controlled or has intelligence in a way where the UE keeps changing its NAS temporary identifier or use a random number every time it establish an RRC connection, in such a case there is no solution other than ensuring the gNB limits the rate of any specific control procedure per cell and per the whole gNB. The solution text will be updated accordinglt. A Note will be added to replace such EN.
4
Detailed proposal
*************** Start of Change 1 ****************
…………
5.2.4.11
Solution #2.11: Blocking the UE which repeats authentication in a short period
5.2.4.11.1
Introduction
This solution addresses key issues #1.21, #2.7. This solution proposes to monitor per UE’s access behaviour, detect abnormal UEs, and block them.
5.2.4.11.2
Solution details
Legal UE which is controlled by an attacker and repeatedly initiates the authentication process in a short period will cause network resources to be maliciously exahusted. This proposal allows the network to monitor the authentication frequency of the UE. If the authentication frequency of one UE is higher than a certain  threshold, then the network will consider the UE’s behaviour as abnormal and block the UE’s authentication process for a back-off time. 

Figure 5.2.4.11.2-1：Procedure for Blocking Illegal UE causing repeated authentication
For the illegal UE, each time the UE authentication  fails, to save the radio network resouce for normal UE, it’s suggessed that the access node monitor the authentication failure frequency of the UE. When the authentication failure frequency of one UE is higher than a certain  threshold, then block the UE’s RRC connnection request for a back-off time. Here, in order to identify a specical UE, RRC connnection request has to carry the UE identifier that can be used to identify the UE for a consistent period of time, e.g. Temp ID. 
Illegal UE may spoof the NAS temporary identifier of a legal UE. In order to avoid causing a denial of service to such legal UE, the access node (gNB) shall use a combination of two identifiers to identify such illegal UE, e.g., S-TMSI and C-RNTI or comparable NG identifiers. Any UE which fails one or both of these checks shall not be blocked.  
NOTE: 
If the UE authentication fails, the authentication server should send a message to notify the access node to release the UE context with the cause of authentication failure. E,g. in the LTE 3GPP-AKA authentication, the MME sends the UE context release command with the cause of authentication failure to the eNB.
NOTE:
In comparison to EPS, the RRC Connection Request carries NAS UE Identifier which value can take S-TMSI or Random Number. It never carries the long term subscriber identifier (IMSI).
Note:
In the case of illegal UE that is heavily infected and probably remotely controlled and/or has intelligence in a way where the UE keeps changing its NAS temporary identifier or use a random number every time it establish an RRC connection, in such a case there is no solution other than ensuring the gNB limits the rate of such specific control procedure per cell and per the whole gNB
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Figure 5.2.4.11.2-2：Procedure for Blocking legal UE
For the above case of legal UE, only when the authentication frequency is higher than the normal frequency, then network decides the UE is abnormal and block it, so the threshold of the authentication frequency depends on the specific service model. E.g. the normal authentication frequency is A, then set the threshold to 2*A. For the case of illegal UE, if the frequency of authentication failure is higher than a certain vaule, e.g. 3 times per second, then think the UE is abnormal and block it immediately. Therefore,  the threshold of the authentication frequency should be set to different value for the different two case. And the back-off time also can be set to different value. How to set the threshold of the authentication frequency and the back-off time, it depends on the operator’s requirement and the vendor’s implemention.

.
Editor’s Note: What kind of ID available to access network for tracking the UE and how it is protected, e.g., Temp ID, RAN specific ID, or IMSI, is ffs.

NOTE: 
To identify a special UE in the access node, the RRC connection request message has to carry an identifier that can be used to identify the UE for a consistent period of time, e.g. Temp ID or a longer term identifier.
5.2.4.11.3
Evaluation

This solution is effective only against signalling measures due to massive attaches.

This solution is effective in identifying DoS attack that could be generated from a legal UE that possibly has a software error but still compliant to 3GPP standard and follows the network back off timer.

In addition, this procedure is effective when an infected UE that is able to generate a specific operation, for example initiating an attach procedure which triggers the authentication procedure but at the same time follow the standard by identifying itself based on its legall identifiers, e.g., UE Temp ID and UE allocated C-RNTI.
On the other hand, in the case of illegal UE that is heavily infected and probably remotely controlled and/or has intelligence in a way where the UE keeps changing its NAS temporary identifier or use a random number every time it establish an RRC connection, in such a case there is no solution other than ensuring the gNB limits the rate of any specific control procedure per cell and per the whole gNB.
Note: This solution is a congestion control like measure that is to be specified by SA2.
.
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