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1
Decision/action requested

SA3 is kindly requested to accept the proposed changes in section 4 into TR33.899 v1.1.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)

[1]
3GPP TR 33.899 v1.1.0 Study on the security aspects of the next generation system

3
Rationale

In subclause “5.7.3.4 Key issue #7.4: Using effective temporary or short-term subscription identifiers”, there is a potential security requirement “From one or more temporary identifiers, it shall not be feasible for an unauthorized party to predict the next corresponding temporary identifier (i.e. the next temporary identifier of the same subscription)”.

We propose a solution to generate random data by random generator in gNB, not need dedicated signaling for transmitting the channel estimate. 
4
Detailed proposal

***************Start of Change 1****************
5.7.4.x
Solution #7.x: Temporary or short-term identifiers using Random Number Generator
5.7.4.x.1
Introduction  

This solution addresses key issue #7.4.

5.7.4.x.2
Solution details 

In order for this solution to work, the network should implement dedicated “Random Number Generator” where it needs to generate temporary or short-term identifiers; hardware based random number generator has better randomness than software one and is recommended. “Random Number Generator” generates randon number that coordinate with the range of identifiers. When generate temporary or short-term identifier, network should use “Random Number Generator” to generate a random number to increase the randomness and unpredictability of temporary or short-term identifiers.
5.7.4.x.3
Evaluation 

This solution is a straight forward and effective for generating random number for large or small range ID.

This solution does not increase signalling between network and UE.
***************End of Change 1****************
