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1
Decision/action requested

SA3 is kindly requested to accept the proposed changes in section 4 into TR33.899 v1.1.0.
2
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3
Rationale

During SA3#86 there was a suggestion for a crypto analysis of MASA solution in order to delete the following editor’s note “Editor’s Note: Protocol goals and how they are achieved are ffs in the evaluation section.” This contribution is to provide the rationale for deleting this EN.

In addition to what is mentioned in this contribution, many of the relevant infomarmation is also mentioned in contribution “MASA response to Evaluation#2” Tdoc: S3-170617 as many of these comments are relevant and address the technical comments which were raised in evaluation#2.

Reference [2] is provided as a basis for comparison and a reference to what crypto analysis was trying to address. Since the crypto algorithms and functions to be used in MASA and other 5G proposed authentication solutions are not agreed upon yet, the crypto analysis assumed sound algorithms and functions as strong as what is currently being used in EPS.

In general, the crypto analysis addressed the main security aspects offered by MASA for the following functionalities:

1. The serving network and the home network have a trust relationship that could consider the two networks as one server. However, in the case of roaming, these servers although are trusted but the serving server does not have access to the subscriber long term permanent key, i.e., “K”.

2. Client and Server impersonation and MitM attack(s).

3. The need for RANDUE and RANDHN and refreshness of the IAR and IAS keys that are used during the initial authentication mechanism.

4. Whether COUNTER is required while both parties, the NG-UE and the HN communicate their own randome numbers which could be considered as challenges. In addition, how replay protection is achieved by MASA.

5. Evaluation of the security of the proposed resynchronization mechanism.

6. Subscriber Authentication by the home network based on MASA protocol.

7. The impact of public key encryption on the whole IAR message.

8. How MASA handles privacy for the subscriber long term identifier, e.g., IMSI.

9. Assumption that both NG-UE (USIM) and HN use a random number generation function that compatable to what is being used in EPS.

Conclusion:

After the lengthy evaluation of MASA protocol, the crypto analysis experts concluded that MASA Initial Authentication protocol is as strong as EPS-AKA. All the extra features offered by MASA, e.g., subscriber/UE long term identifier privacy, allowing the home network to authenticate the subscriber, providing a potential secure link between the NG-UE and the HN, providing a secure mechanism for delivering SN public key to the NG-UE, are considered a plus.
On the other hand, the crypto analysis experts raised a concern about encrypting the whole IAR message using any public key as this may increase the size of the IAR message transmitted over the air considerably. The suggestion was for MASA to only encrypt any parameters that can be used to track the subscriber or violates the subscriber privacy, e.g., IMSI, COUNTER, and NSSAI.
With this conclusion and the tremendous details that have been provided thus far on the goals of MASAand how they are being achieved, the following EN “Editor’s Note: Protocol goals and how they are achieved are ffs in the evaluation section.” will be deleted.
4
Detailed proposal
***************Start of Change 1****************
…………
5.2.4.12.2.4.2
Handling of Authentication and Data Response

· AUSF/ARPF includes the following information in the Auth & Data Response:

· Received UE Security Capabilities

· KIASenc + KIASint 

· Received RAND2. 
· The user subscription IMSI.

NOTE: UE Security Capabilities could be sent in the IAR message on the clear outside the inner and outter blocks of the IAR message. In this case, the UE security capabilities needs to be protected against bidding down attack by mandating the SEAF to send the same UE Security Capabilities received in the IAR in the IAS message while is integrity protected.
………………..
***************End of Change 1****************
*************** Start of Change 2 ****************
………….
5.2.4.12.5.2.2

Crypto Analysis Conclusion  
During SA3#86 there was a suggestion for a crypto analysis of MASA solution in order to delete the following editor’s note “Editor’s Note: Protocol goals and how they are achieved are ffs in the evaluation section.” This contribution is to provide the rationale for deleting this EN.

In addition to what is mentioned in this contribution, many of the relevant infomarmation is also mentioned in contribution “MASA response to Evaluation#2” Tdoc: S3-170617 as many of these comments are relevant and address the technical comments which were raised in evaluation#2.

Reference [2] is provided as a basis for comparison and a reference to what crypto analysis was trying to address. Since the crypto algorithms and functions to be used in MASA and other 5G proposed authentication solutions are not agreed upon yet, the crypto analysis assumed sound algorithms and functions as strong as what is currently being used in EPS.

In general, the crypto analysis addressed the main security aspects offered by MASA for the following functionalities:

1. The serving network and the home network have a trust relationship that could consider the two networks as one server. However, in the case of roaming, these servers although are trusted but the serving server does not have access to the subscriber long term permanent key, i.e., “K”.

2. Client and Server impersonation and MitM attack(s).

3. The need for RANDUE and RANDHN and refreshness of the IAR and IAS keys that are used during the initial authentication mechanism.

4. Whether COUNTER is required while both parties, the NG-UE and the HN communicate their own randome numbers which could be considered as challenges. In addition, how replay protection is achieved by MASA.

5. Evaluation of the security of the proposed resynchronization mechanism.

6. Subscriber Authentication by the home network based on MASA protocol.

7. The impact of public key encryption on the whole IAR message.

8. How MASA handles privacy for the subscriber long term identifier, e.g., IMSI.

9. Assumption that both NG-UE (USIM) and HN use a random number generation function that compatable to what is being used in EPS.

Conclusion:

After the lengthy evaluation of MASA protocol, the crypto analysis experts concluded that MASA Initial Authentication protocol is as strong as EPS-AKA. All the extra features offered by MASA, e.g., subscriber/UE long term identifier privacy, allowing the home network to authenticate the subscriber, providing a potential secure link between the NG-UE and the HN, providing a secure mechanism for delivering SN public key to the NG-UE, are considered a plus.

On the other hand, the crypto analysis experts raised a concern about encrypting the whole IAR message using any public key as this may increase the size of the IAR message transmitted over the air considerably. The suggestion was for MASA to only encrypt any parameters that can be used to track the subscriber or violates the subscriber privacy, e.g., IMSI, COUNTER, and NSSAI.

With this conclusion and the tremendous details that have been provided thus far on the goals of MASAand how they are being achieved, the following EN “Editor’s Note: Protocol goals and how they are achieved are ffs in the evaluation section.” will be deleted.
………….
*************** End of Change 2 ****************
