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Introduction 

In communication network, there is a sort of malicious behaviour in which an attacker manipulate multiple user accounts to launch massive requests attack to a certain user, causing the target unable to access network service. Such kind of attack is quite similar to the Distributed Denial of Service (DDoS) attack on the Internet. The attack use this method to spam, blackmail or threat user. The attack also abuses the network resource and affect the running service.
Based on the demand of regulatory, operators need to restrict such kind of activities.
This proposal aims to call for the attention of such malicious behaviour, and tries to build the defence mechanism at the network side, so as to screen off malicious automated calling. For instance, we can introduce a count-and-verify mechanism to block such malicious action.


Discussion 
In communication network, there is a sort of malicious behaviour in which an attacker manipulate multiple user accounts to launch massive requests attack to a certain user. The target receives massive calling requests and is occupied in responding, therefore causing the target unable to access network service.
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Such problem are now frequently detected in calling on 2/3G CS field, however it also applies to IMS/VoLTE scenario. Even in PS field, in the text of UE to UE data transfer such as streaming and sharing, the abuse of resources may also lead to Denial of Service attack. Therefore such attack needs properly addressed.
Through previous analysis, such attack has very salient feature: launching massive calling densely in very short period of time; the calling is initiated by different numbers or repeated by one single number; once the linkage is establish, the caller release it immediately.
Therefore, we propose related discussion on such problems and draft related documents. A viable solution might be add a counting function and trigger calling or request to a verify/respond procedure after exceeding a certain threshold. It is possible that by verifying network behaviour through certain procedure, we can fend off a majority of such network attack.
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It is proposed to endorse this problem and way forward in SA3.
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